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T H E  L E A D E R S  S A Y

Leaders must communicate with 
speed, honesty and compassion

Chief executives must be flag 
bearers of brand reputation

Risk management and resilience 
in a fast-moving digital age

04 06 08

Why reputation could be  
your biggest future risk
As clients and consumers become more aware of social and corporate 
injustice, damage to company reputation, which could sink a business   
in an instant, is rising up the boardroom agenda

R E P U T A T I O N A L  R I S K

ing on change as quickly as the public want, 
and therefore still haven’t understood how 
quickly reputation can be affected in a high-
speed world of global communications.

“Traditionally, risk officers have seen 
reputational risk as a consequence of other 
things happening. Is it a risk of risks or a 
risk in its own right?” asks Mark Hutcheon, 
director of risk advisory at Deloitte.

Mr Hutcheon says that most companies 
still see reputation as a risk of risk. In fact, 
he says, if that question had been asked five 
years ago, no one would have seen reputa-
tional risk as a standalone risk. 

Another core reason why reputational 
risk is more vital is because the balance 
between tangible and intangible assets has 
tipped towards intangible value, such as 
trust, reputation and goodwill, elements 
that are not as easy to manage as physical 
machinery. Therefore, the valuation of a 
business can be increasingly found in its 
intangible assets. 

“Companies are good at managing 
humans and physical assets, but they 
aren’t good at managing intangible assets. 
We haven’t got our heads around the idea 
that we have a whole new class of assets. 
We have to learn how to manage them, 
understand the risk and put strategies in 
place,” says John Ludlow, chief executive 
of risk managers Airmic.

This shift, coupled with the rapid rise 
in social media usage, has made reputa-

ince the global financial crash, 
public companies have faced 
what must feel like a barrage of 

new reporting requirements. Regulators 
have pushed for greater corporate trans-
parency in the wake of the 2008 economic 
carnage in an attempt to regain trust and 
rebuild reputations. 

But during the ensuing decade, new 
global media channels grew, evolved and 
spread, which enlarged the public’s access 
to information and the speed at which they 
receive it, refocusing the spotlight on cor-
porate actions.

The risk to reputation has traditionally 
been seen as an outcome of other risks and 
not necessarily a standalone risk. This view 
has been gradually changing because it is 
increasingly clear that reputation is critical 
to the viability of a company.

With this greater knowledge and means 
of communicating, societal norms and pub-
lic expectations of companies have evolved 
too. People’s voices are louder and opinions, 
valid or otherwise, can spread around the 
world in nanoseconds. Nevertheless, trust in 
companies has recovered somewhat, accord-
ing to the Edelman 2019 Trust Barometer. 

Trust has rallied so much so that 76 per 
cent of those surveyed by Edelman say chief 
executives should take the lead on change 
rather than waiting for governments to 
impose it. This suggests that despite the 
consistent demands for greater corporate 
disclosure, management are still not lead-

tional risk much trickier to handle and 
therefore more important to manage. 
Suddenly, the incidents that can damage 
reputation are a lot more volatile, quicker 
acting and, in some cases, can become 
systemic risks to organisations.

Uber’s decision not to report to police 
sexual attacks and other crimes by its driv-
ers for fear of damaging its reputation mas-
sively backfired for the taxi-hailing giant 
when in September 2017 Transport for Lon-
don revoked its licence. Uber claims to have 
turned over a new leaf by bringing in chief 
executive in Dara Khosrowshahi. Its repu-
tation, however, remains tarnished in one 
of the most important markets for Uber out-
side America. 

Companies that try to hide wrongdoing, 
such as German car manufacturer Volkswa-
gen when its emissions scandal was uncov-
ered in September 2015, are suffering for 
longer and deeper because news travels fast 
and you can’t fix a brand like you can fix a 
misfiring machine. 

“How you are viewed in all manner of 
different aspects, not just products and 
services, but your impact on society as an 
employer is right at the top of the agenda 
now. This is a new phenomenon in its 
importance,” says Jon Terry, diversity and 
inclusion consulting leader at PwC UK.

Although it’s high on the board’s agenda, 
change seems to be slow. Traditional com-
pany structures aren’t designed to manage 
the new risks to reputation, says Mr Hutch-
eon. They need to restructure their think-
ing and teams to build early-warning sys-
tems that detect reputational risk.

“Companies are getting there, but it’s 
just not joined up enough yet,” says Air-
mic’s Mr Ludlow.

Traditionally, risk is dealt with by risk 
experts, while reputation tends to be man-
aged by the corporate affairs or communica-
tions teams. When those two teams work in 

silos, lacking any meaningful collabora-
tion, risks can rise up undetected.

“That’s where it falls down,” Mr 
Hutcheon says, “when the gap widens 
between the comms team, who are 
the antennae for the business, and the 
professional risk experts. That’s when 
companies face real risk exposure.”

Some evidence of this can be seen 
by the fact that with one week to the 
deadline of April 4, fewer than 4,000 

of the 10,000 large UK companies required 
to report on their gender pay gap had 
still not disclosed the average difference 
between men and women’s pay per hour. 
Increasingly, the gender pay gap is a focus 
not just for female employees, but for inves-
tors and other stakeholders too. 

In contrast, FTSE 100 drinks giant Dia-
geo, which has seen its share price rise expo-
nentially over the past decade, is repeatedly 
held up as a company to be admired because 
of its progressive policies, such as its latest 
one on full pay for parental leave for the first 
26 weeks for all its 4,500 employees. 

“It’s a new era for business. Large busi-
nesses enjoy much less control and ulti-
mately that’s an empowering thing. A lot 
of control is moving out of the business to 
society. And that will align how business 
puts back things into society when they 
are constantly under scrutiny. It’s going to 
feel hard for businesses, but that’s the way 
things are going,” Mr Hutcheon says.

Research consistently shows that more 
diverse companies are more profitable and 
current thinking suggests more open and 
transparent companies reap the rewards. 
As counterintuitive, and perhaps as pain-
ful, as it may be to meet the public’s new 
demands, management need to disclose 
more, more frequently. 

Understanding and managing reputa-
tional risk is all part of societal change. 
Aligning commercial interests with social 
ones shouldn’t be such a hard place to start. 
More importantly, it’s not a question of 
unlimited disclosure, but relevant disclo-
sure. Whether we’ve reached a tipping point 
in disclosure terms will be determined per-
haps by how corporates handle the next 
financial crisis.  

Michelle Perry

S

Deloitte 2018

REPUTATIONAL RISK REPORTING

Percentage of chief executives

 
How you are viewed in 
all manner of different 
aspects, not just products 
and services, but your 
impact on society as an 
employer is right at the 
top of the agenda now 

35%
plan to invest in 
processes that 
could help identify 
reputation-impacting 
events and signals in 
the next 12 months

40%
view reputation 
impacts merely 
as a byproduct of 
breaches and other 
security threats

42%
have discussed risks 
to the organisation’s 
reputation in the 
past year

53%
lack the process 

to identify events 
and market signals 

that can damage 
the organisation’s 

reputation

70%
acknowledge that 

their organisations 
do not regularly 

report to executive 
management 

on culture and 
conduct risks

Edelman 2019 Trust Barometer

76%
of employees say chief 
executives should take 
the lead on change 
rather than waiting for 
governments to impose it

Data editor
Tom Watts 
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Commercial feature

Technological 
arms race against 
identity fraud
Companies are struggling to maintain a great 
digital experience while preventing identity 
fraud, but security and assurance need not be 
blockers to speed and convenience online

New research has exposed just how vulnerable the financial services, 
ecommerce and media industries, and more importantly their 
customers, are in the digital age, with cybercrime shifting towards 
cross-organisational fraud and mobile-first attacks

ompanies across sectors that 
enjoy the most engagement 
with consumers online are 

struggling to keep up with fast-evolving 
attack patterns from fraudsters and the 
ever-growing networked footprint of 
cybercrime. ThreatMetrix, a LexisNexis 
Risk Solutions company, recorded 244 
million human-initiated attacks and 
three billion bot attacks in the second 
half of 2018, according to its biannual 
Cybercrime Report. This included 189 
million mobile bot attacks, a 12 per cent 
increase on the first half of 2018. 

While new account creations have 
the highest attack rate of all use-cases 
analysed by ThreatMetrix, with one in 
eight rejected as fraudulent, the most 
noticeable growth in mobile attacks is on 

account logins. Attempts by fraudsters 
to infiltrate user accounts by brute force, 
with mobile bots, or stealth, using mobile 
remote access attacks, contributed to 
107 per cent growth in mobile account 
takeovers in the period examined.

With consumers increasingly opting to 
bank online and using mobile apps, finan-
cial services firms are under pressure to 
ensure integrated and low-friction digital 
authentication capabilities form part of 
the customer experience. Aligning secu-
rity with the online experience that cus-
tomers expect is crucial for the sector  
to advance. 

Ecommerce is another industry where 
achieving that alignment is important 
while also maintaining effective fraud 
control, particularly during busy shop-
ping periods such as Black Friday. This 
might mean accepting a higher percent-
age of fraudulent transactions to accept 
more genuine orders from good custom-
ers, which is a difficult decision to make. 

ThreatMetrix detected and stopped 
2.1 billion bot attacks on ecommerce 
merchants in the second half of last 
year, 142 per cent growth compared 
with the previous year. Although sophis-
ticated attacks dropped, the impact 
of high-volume bot traffic continues 
to disrupt the sector. Identity-testing 
bot attacks often make up considera-
bly more of an ecommerce merchant’s 
daily transaction volume than good traf-
fic, making a low-friction experience for 
trusted customers all the more chal-
lenging for merchants.

The media industry, which includes 
social networks as well as streaming, 
gaming and gambling sites, sees the 
highest penetration of new account 
creation attacks of all sectors, with one 

in six found to be fraudulent. Low barri-
ers to creating and accessing accounts, 
along with less-stringent security meas-
ures, have made media a prime target for 
testing identities, so companies must be 
extra vigilant against fraudulent attacks. 

In the period analysed, ThreatMetrix 
found the media industry was hit by 211 
million bot attacks, 16 per cent growth 
compared with the first half of last year. 
The sector also saw 7 per cent growth in 
mobile new account creation attacks year 
on year, as well as an increase of 24 per 
cent on mobile payments transactions.

Fraudsters are master manipulators, 
with constantly shifting tactics, accord-
ing to Alisdair Faulkner, chief identity 
officer at LexisNexis Risk Solutions. “They 
adapt their attack patterns and modus 
operandi to take advantage of shift-
ing customer trends, evolving regula-
tions and technological changes, always 
attempting to stay one pace ahead of 
businesses,” he says. 

“We see this through the way in which 
attack patterns evolve and morph over 
time. Businesses must be able to piece 
together digital identity intelligence 
on a per-user basis so departures from 
trusted customer behaviour can be iden-
tified in near-real time, before a transac-
tion is processed and before fraudsters 
can operationalise new attack methods.”

For more information please visit  
risk.lexisnexis.co.uk

nderstanding identity is crucial to 
any business or personal interac-
tion. In the digital age, it’s a neces-

sity to being able to consume a service or 
complete a transaction. But when the key 
information typically required to verify an 
identity – name, date of birth and address –  
can be easily obtained, consumers are highly 
vulnerable to fraud. 

The threat of identity theft has driven greater 
customer demands for more privacy and secu-
rity when it comes to their personal data. High-
profile data breaches have fuelled a fear among 
consumers about how their information will be 
used and driven a desire for more control.

While the internet has opened up a multi-
tude of new ways for fraudsters to steal infor-
mation, identity requirements in the UK have 
been slow to evolve in line. Many companies 
still just ask for that trio of identity mark-
ers, which are also the standard information 
required to sign a contract, to obtain some-
one’s sensitive details.

“We're so reliant on those pieces of infor-
mation to define who we are that it has put 
us in a situation where your name, date of 
birth and address become very valuable for 
someone to steal,” says Paul Weathersby, 
senior director of product management at 
LexisNexis Risk Solutions UK. “This has driven 
the rise in the theft of information online. If 
you rely only on that information, it's self-ful-
filling in terms of the problems it causes.”

Part of the challenge relates to consumers 
who don’t perceive their identity as having 
any value. Most people expect the identity 
verification aspect of accessing services to 
happen in the background and certainly don’t 
think it’s something they should pay for. To 
that extent, identity has become something of 
a commodity, yet one under constant threat.

More than nine billion1 consumer identities 
were stolen in the last five years and identity 
fraud represents half of all consumer fraud, 
according to LexisNexis Risk Solutions.

While new regulations, such as the European 
Union’s eIDAS set of standards for assurance 
checks related to electronic transactions, are 
beginning to recognise that identity needs 
to evolve for the online world, they still don’t 
allow different signifiers to identify a human 
being outside of name, data of birth and 
address. It’s clear this needs to change. 

Internal processes at companies must 
evolve too. Before the internet transformed 
commerce and vital services such as banking, 
requesting name, date of birth and address 
was sufficient in preventing identity theft 
because they were very difficult to guess. 
Nowadays, however, obtaining that informa-
tion is simply too easy for fraudsters, through 

either the details people willingly share 
online or from prior data breaches.

“The data breaches that have occurred have 
almost allowed the bad people to know that 
information,” says Mr Weathersby, “and it 
allows them to go and commit other frauds. 
Because data has been breached, and digital 
services and information are easier to pass 
between two people, companies need to do 
more than just check that those pieces of 
information are real. They need to ensure who 
they're transacting with is that same person.”

“Banks are already doing this, but because 
everyone isn't meeting a high standard, 
names, date of births and addresses are still 
valuable to fraudsters. We'll still experience 
other data breaches or fraudsters trying to 
obtain that information until everyone is 
ensuring it is not just correct, but also belongs 
to the person they're engaging with.”

Stephen Topliss, vice president of product 
strategy at LexisNexis Risk Solutions, says: 
“There is so much of our data in the public 
domain, and the digital age provides such 
easy access to services and products, which 
are still generally relying on you validating 
basic identity information – name, address, 
date or birth – or other personal informa-
tion. That means identity data is available 
and very useful, which is why the threat is 
so prevalent.”

The greatest challenge companies face 
is balancing this need for secure identity 
verification and control over personal data 
with consumer expectations for a faster 
and more convenient digital experience. 
Simply adding barriers to authentication 
will do nothing to enhance the user journey 
at a time when customers are more likely 
than ever to abandon a transaction and 
buy somewhere else if their expectations 
aren’t met. 

This creates a very difficult situation for 
organisations and a hesitancy to implement 
additional security and assurance checks, for 
fear of jeopardising sales and product adop-
tion. Consumers expect their data to be kept 
secure and they won’t accept a slower or 
more complicated service to ensure that. The 
route to success is providing added security 
and identity assurance without harming the 
user experience.  

“The journey of digital transformation 
that's occurring across businesses really 
needs to touch all parts of the organisa-
tion,” says Dr Topliss. “If a new website is 
being launched, new services are being cre-
ated online or a new app has been devel-
oped, they need to take the opportunity to 
embrace all the latest digital fraud preven-
tion technologies as well.”

LexisNexis Risk Solutions is a leading pro-
vider of such innovation, harnessing the 
power of data and advanced analytics to pro-
vide insights that help organisations reduce 
risk and prevent fraud. It advocates a layered 
approach, through a broad range of protec-
tion, acknowledging that no single method 
can stop identity fraud.  

By implementing complex combinations 
of technology, including biometrics and 
passive authentication, companies such as 
LexisNexis Risk Solutions could make iden-
tity fraud nearly impossible. Those who do 
find a way will be deterred by the complexity, 

while consumers continue to enjoy speed 
and convenience because the technology is 
invisible to them. 

The company’s ThreatMetrix solution, in 
particular, looks at the digital identity of a 
person, including the device they're using, 
the location they connect from and the 
information they pass, such as user name 
and email addresses, enabling companies 
to perform both physical and digital identity 
verification. If the physical and digital iden-
tity don’t match, organisations can quickly 
and easily identify suspicious activity that 
could be fraud.

Digital intelligence and the concept of digital 
identities in particular, is still relatively unknown 
among the general public. Without the knowl-
edge to understand how this technology works 
and what the benefits can be, some consumers 
are suspicious of the process.

“We have a responsibility to educate con-
sumers and make them aware of the threats 
online,” says Dr Topliss. “A lot of the ten-
sion over the last couple of years has been 
placed on marketing companies using dig-
ital data to track consumers to learn their 
spending habits online and then generate 
targeted adverts for them. This has influ-
enced public opinion negatively around the 
use of digital data.” 

“It's important for consumers to realise a 
combination of this digital data, together with 
traditional identity data, can also be used 
effectively to combat identity fraud in the dig-
ital space and that their favourite shopping 
sites, services and social media networks are 
often making use of this type of fraud preven-
tion services. This can help customers make a 
more informed decision around what data to 
share, or permissions to allow to a website, to 
help provide a safer and more secure online 
environment to transact in."
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Businesses must be able to piece together 
digital identity intelligence on a per-user basis 
so departures from trusted customer behaviour 
can be identified in near-real time

C

bot attacks on ecommerce 
merchants in the second half  
of last year...

ThreatMetrix detected  
and stopped...

2.1bn

growth compared with the previous 
year. Although sophisticated 
attacks dropped, the impact of 
high-volume bot traffic continues  
to disrupt the sector.

My health 

A modernised and sustainable health service  
that fits around you 

You are able to securely access a qualified GP online, in 
minutes. With advancements in identity technology you 
can be securely authenticated by the system and have 
your medical records linked to you, allowing the GP to 
provide tailored medical advice, without the fear of  
your data and records being at risk.

HOW WILL NEW IDENTITY TECHNOLOGY IMPACT OUR LIVES?

My finances 

Faster access to your finances,  
without compromising on security 

You access your bank account from your mobile and the 
system uses a combination of biometrics and device 
identifiers to authenticate you, whenever and wherever 
you are. Not only is this more convenient but it also 
dramatically improves security.

My travel 
Speed up airport checks without the need  
for paper documents or lengthy queues 

You authenticate for flights, well ahead of travel, so that 
when you arrive at the airport, there’s no need to carry 
out passport checks. New technology, including facial 
recognition, knows who you are and allows a smooth flow 
through baggage drop, security and flight on-boarding.

My shopping 
Online shopping at a click without the need  
to be redirected for additional verification 

You click to make an online purchase without the need to complete 
forms and you can do this across many online shops. You authorise 
a payment using your Digital ID and send your usual delivery address 
information quickly and securely.

142%

 
The route to success is 
providing added security 
and identity assurance 
without harming the  
user experience

Attack vectors  
evolve as fraudsters 
move to mobile

1. Gemalto’s Breach Level Index
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RISKY BUSINESS  
 THE IMPORTANCE OF REPUTATION

Warren Buffett famously said that a 
business's reputation takes twenty years 
to build but five minutes to ruin. In an age 
of hyper-connectivity and global suppliers, 
navigating reputational risk is now a multi-
faceted challenge that stretches across all 
aspects of an organisation

41%
Security risks,
including 
physical and 
cyber-breaches

GREATEST REPUTATIONAL THREATS TO 
BUSINESSES OVER THE NEXT 12 MONTHS
According to a survey of chief executives

41%

Risks arising 
from the supply 
chain (extended 
enterprise and 
key business 
partners)

37%37%

35%
Crisis 
response 
capabilities

35%

TOP CONCERNS FOR CHIEF EXECUTIVES IN 2019
Governent-related risks such as protectionism, populism and trade conflicts are dominating concerns and 
forcing a rethink of sourcing throughout the supply chain

HOW C-SUITES VIEW THE RISKS OF REMOTE WORKING
As more employees work remotely, an increasing amount of sensitive data is taken offsite, exposing organisations 
to risk. The following survey questioned C-suites about their strategies when it comes to remote working

SENSITIVE ITEMS MOST LIKELY TO BE LOST OR 
STOLEN WHEN EMPLOYEES WORK OFFSITE
According to a survey of C-suites

BREXIT BORDER DELAYS CAUSING SUPPLY 
CHAIN RISKS
In the event of a no-deal Brexit, supply chain impacts could have a 
far-reaching and lasting effect on UK businesses

CRISIS MANAGEMENT: VIEW FROM THE BOARDROOM
When it comes to crisis management, having access to the necessary data is vital for an effective response. 
Yet there is a significant gap between the data chief executives need and the data they have access to

IMPACT OF CRISIS: BA DATA BREACH 2018
When British Airways announced their second data breach  
of the year in September 2018, the business impacts were instant 
and severe

trust off-site 
employees to 
do everything 

they can to 
safeguard sensitive 

information

believe the risk 
of a data breach 
is higher when 

employees work 
remotely

have employee 
policies for storing 

and disposing of 
sensitive data  
when offsite

say they don't  
have an offsite 
sensitive data 
storage and 

disposal policy

don't believe  
that all of their 
employees are 

aware of the offsite 
data policies

89
%

83
%

75
%

23
%

22
%

Over-regulation

Policy uncertainty

Availability of  
key skills

Trade conflicts

Cyber-threats

Geopolitcal  
uncertainty

Protectionism

Populism

Speed of  
technological change

Exchange rate  
volatility 

35%

35%

34%

31%

30%

30%

30%

28%

28%

26%

Governement-related risks

95%

15%

80
%

41%

24%
22%

29%

18%
21%

92% 92%
87% 86% 84%

66%

51
%

68
%

65
%

57
%

66
%

45
%

Customer
and client

data

Financial
forecasts and
projections

data

Brand 
reputation 

data

Business 
 risk exposure 

data

Data about 
employee
views and

needs

Industry peer 
benchmarking

data

Supply  
chain  
data

Percentage of chief 
executives who deem 
this data critical for 
decision-making

Percentage actually 
receiving this data

50%

45%

41%

35%

Company  
mobile  
phone

Company  
laptop

Electronic  
storage device  
(USB)

Sensitive  
papers

1 in 10

2 in 10

4 in 10

UK exporters could have 
contracts cancelled if there 
are border delays

EU businesses will expect a 
discount from UK suppliers if 
border delays persist for just 
one day

UK businesses would be able 
to export to the EU in the 
event of no deal as a result of 
EU customs requirements

Deloitte 2018

Shred-it 2018 Shred-it 2018 

PWC 2019 Chartered Institute of Procurement & Supply 2019

PwC 2019 Sky News 2018/SPG Law 2018

Aug 21 -
Sept 5 Breach occurred

Sept 7 Breach announced

380,000

4%

£500m+

£488m

£1,250

customers affected 

drop in share price when markets 
opened on September 7  

knocked off the airline  
group's market value

potentially avaliable in compensation  
to each customer claimant  

potential maximum fine  
from regulators 

Non-government-related risks

Technological 
arms race against 
identity fraud
Companies are struggling to maintain a great 
digital experience while preventing identity 
fraud, but security and assurance need not be 
blockers to speed and convenience online

New research has exposed just how vulnerable the financial services, 
ecommerce and media industries, and more importantly their 
customers, are in the digital age, with cybercrime shifting towards 
cross-organisational fraud and mobile-first attacks

ompanies across sectors that 
enjoy the most engagement 
with consumers online are 

struggling to keep up with fast-evolving 
attack patterns from fraudsters and the 
ever-growing networked footprint of 
cybercrime. ThreatMetrix, a LexisNexis 
Risk Solutions company, recorded 244 
million human-initiated attacks and 
three billion bot attacks in the second 
half of 2018, according to its biannual 
Cybercrime Report. This included 189 
million mobile bot attacks, a 12 per cent 
increase on the first half of 2018. 

While new account creations have 
the highest attack rate of all use-cases 
analysed by ThreatMetrix, with one in 
eight rejected as fraudulent, the most 
noticeable growth in mobile attacks is on 

account logins. Attempts by fraudsters 
to infiltrate user accounts by brute force, 
with mobile bots, or stealth, using mobile 
remote access attacks, contributed to 
107 per cent growth in mobile account 
takeovers in the period examined.

With consumers increasingly opting to 
bank online and using mobile apps, finan-
cial services firms are under pressure to 
ensure integrated and low-friction digital 
authentication capabilities form part of 
the customer experience. Aligning secu-
rity with the online experience that cus-
tomers expect is crucial for the sector  
to advance. 

Ecommerce is another industry where 
achieving that alignment is important 
while also maintaining effective fraud 
control, particularly during busy shop-
ping periods such as Black Friday. This 
might mean accepting a higher percent-
age of fraudulent transactions to accept 
more genuine orders from good custom-
ers, which is a difficult decision to make. 

ThreatMetrix detected and stopped 
2.1 billion bot attacks on ecommerce 
merchants in the second half of last 
year, 142 per cent growth compared 
with the previous year. Although sophis-
ticated attacks dropped, the impact 
of high-volume bot traffic continues 
to disrupt the sector. Identity-testing 
bot attacks often make up considera-
bly more of an ecommerce merchant’s 
daily transaction volume than good traf-
fic, making a low-friction experience for 
trusted customers all the more chal-
lenging for merchants.

The media industry, which includes 
social networks as well as streaming, 
gaming and gambling sites, sees the 
highest penetration of new account 
creation attacks of all sectors, with one 

in six found to be fraudulent. Low barri-
ers to creating and accessing accounts, 
along with less-stringent security meas-
ures, have made media a prime target for 
testing identities, so companies must be 
extra vigilant against fraudulent attacks. 

In the period analysed, ThreatMetrix 
found the media industry was hit by 211 
million bot attacks, 16 per cent growth 
compared with the first half of last year. 
The sector also saw 7 per cent growth in 
mobile new account creation attacks year 
on year, as well as an increase of 24 per 
cent on mobile payments transactions.

Fraudsters are master manipulators, 
with constantly shifting tactics, accord-
ing to Alisdair Faulkner, chief identity 
officer at LexisNexis Risk Solutions. “They 
adapt their attack patterns and modus 
operandi to take advantage of shift-
ing customer trends, evolving regula-
tions and technological changes, always 
attempting to stay one pace ahead of 
businesses,” he says. 

“We see this through the way in which 
attack patterns evolve and morph over 
time. Businesses must be able to piece 
together digital identity intelligence 
on a per-user basis so departures from 
trusted customer behaviour can be iden-
tified in near-real time, before a transac-
tion is processed and before fraudsters 
can operationalise new attack methods.”

For more information please visit  
risk.lexisnexis.co.uk

nderstanding identity is crucial to 
any business or personal interac-
tion. In the digital age, it’s a neces-

sity to being able to consume a service or 
complete a transaction. But when the key 
information typically required to verify an 
identity – name, date of birth and address –  
can be easily obtained, consumers are highly 
vulnerable to fraud. 

The threat of identity theft has driven greater 
customer demands for more privacy and secu-
rity when it comes to their personal data. High-
profile data breaches have fuelled a fear among 
consumers about how their information will be 
used and driven a desire for more control.

While the internet has opened up a multi-
tude of new ways for fraudsters to steal infor-
mation, identity requirements in the UK have 
been slow to evolve in line. Many companies 
still just ask for that trio of identity mark-
ers, which are also the standard information 
required to sign a contract, to obtain some-
one’s sensitive details.

“We're so reliant on those pieces of infor-
mation to define who we are that it has put 
us in a situation where your name, date of 
birth and address become very valuable for 
someone to steal,” says Paul Weathersby, 
senior director of product management at 
LexisNexis Risk Solutions UK. “This has driven 
the rise in the theft of information online. If 
you rely only on that information, it's self-ful-
filling in terms of the problems it causes.”

Part of the challenge relates to consumers 
who don’t perceive their identity as having 
any value. Most people expect the identity 
verification aspect of accessing services to 
happen in the background and certainly don’t 
think it’s something they should pay for. To 
that extent, identity has become something of 
a commodity, yet one under constant threat.

More than nine billion1 consumer identities 
were stolen in the last five years and identity 
fraud represents half of all consumer fraud, 
according to LexisNexis Risk Solutions.

While new regulations, such as the European 
Union’s eIDAS set of standards for assurance 
checks related to electronic transactions, are 
beginning to recognise that identity needs 
to evolve for the online world, they still don’t 
allow different signifiers to identify a human 
being outside of name, data of birth and 
address. It’s clear this needs to change. 

Internal processes at companies must 
evolve too. Before the internet transformed 
commerce and vital services such as banking, 
requesting name, date of birth and address 
was sufficient in preventing identity theft 
because they were very difficult to guess. 
Nowadays, however, obtaining that informa-
tion is simply too easy for fraudsters, through 

either the details people willingly share 
online or from prior data breaches.

“The data breaches that have occurred have 
almost allowed the bad people to know that 
information,” says Mr Weathersby, “and it 
allows them to go and commit other frauds. 
Because data has been breached, and digital 
services and information are easier to pass 
between two people, companies need to do 
more than just check that those pieces of 
information are real. They need to ensure who 
they're transacting with is that same person.”

“Banks are already doing this, but because 
everyone isn't meeting a high standard, 
names, date of births and addresses are still 
valuable to fraudsters. We'll still experience 
other data breaches or fraudsters trying to 
obtain that information until everyone is 
ensuring it is not just correct, but also belongs 
to the person they're engaging with.”

Stephen Topliss, vice president of product 
strategy at LexisNexis Risk Solutions, says: 
“There is so much of our data in the public 
domain, and the digital age provides such 
easy access to services and products, which 
are still generally relying on you validating 
basic identity information – name, address, 
date or birth – or other personal informa-
tion. That means identity data is available 
and very useful, which is why the threat is 
so prevalent.”

The greatest challenge companies face 
is balancing this need for secure identity 
verification and control over personal data 
with consumer expectations for a faster 
and more convenient digital experience. 
Simply adding barriers to authentication 
will do nothing to enhance the user journey 
at a time when customers are more likely 
than ever to abandon a transaction and 
buy somewhere else if their expectations 
aren’t met. 

This creates a very difficult situation for 
organisations and a hesitancy to implement 
additional security and assurance checks, for 
fear of jeopardising sales and product adop-
tion. Consumers expect their data to be kept 
secure and they won’t accept a slower or 
more complicated service to ensure that. The 
route to success is providing added security 
and identity assurance without harming the 
user experience.  

“The journey of digital transformation 
that's occurring across businesses really 
needs to touch all parts of the organisa-
tion,” says Dr Topliss. “If a new website is 
being launched, new services are being cre-
ated online or a new app has been devel-
oped, they need to take the opportunity to 
embrace all the latest digital fraud preven-
tion technologies as well.”

LexisNexis Risk Solutions is a leading pro-
vider of such innovation, harnessing the 
power of data and advanced analytics to pro-
vide insights that help organisations reduce 
risk and prevent fraud. It advocates a layered 
approach, through a broad range of protec-
tion, acknowledging that no single method 
can stop identity fraud.  

By implementing complex combinations 
of technology, including biometrics and 
passive authentication, companies such as 
LexisNexis Risk Solutions could make iden-
tity fraud nearly impossible. Those who do 
find a way will be deterred by the complexity, 

while consumers continue to enjoy speed 
and convenience because the technology is 
invisible to them. 

The company’s ThreatMetrix solution, in 
particular, looks at the digital identity of a 
person, including the device they're using, 
the location they connect from and the 
information they pass, such as user name 
and email addresses, enabling companies 
to perform both physical and digital identity 
verification. If the physical and digital iden-
tity don’t match, organisations can quickly 
and easily identify suspicious activity that 
could be fraud.

Digital intelligence and the concept of digital 
identities in particular, is still relatively unknown 
among the general public. Without the knowl-
edge to understand how this technology works 
and what the benefits can be, some consumers 
are suspicious of the process.

“We have a responsibility to educate con-
sumers and make them aware of the threats 
online,” says Dr Topliss. “A lot of the ten-
sion over the last couple of years has been 
placed on marketing companies using dig-
ital data to track consumers to learn their 
spending habits online and then generate 
targeted adverts for them. This has influ-
enced public opinion negatively around the 
use of digital data.” 

“It's important for consumers to realise a 
combination of this digital data, together with 
traditional identity data, can also be used 
effectively to combat identity fraud in the dig-
ital space and that their favourite shopping 
sites, services and social media networks are 
often making use of this type of fraud preven-
tion services. This can help customers make a 
more informed decision around what data to 
share, or permissions to allow to a website, to 
help provide a safer and more secure online 
environment to transact in."
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Businesses must be able to piece together 
digital identity intelligence on a per-user basis 
so departures from trusted customer behaviour 
can be identified in near-real time

C

bot attacks on ecommerce 
merchants in the second half  
of last year...

ThreatMetrix detected  
and stopped...

2.1bn

growth compared with the previous 
year. Although sophisticated 
attacks dropped, the impact of 
high-volume bot traffic continues  
to disrupt the sector.

My health 

A modernised and sustainable health service  
that fits around you 

You are able to securely access a qualified GP online, in 
minutes. With advancements in identity technology you 
can be securely authenticated by the system and have 
your medical records linked to you, allowing the GP to 
provide tailored medical advice, without the fear of  
your data and records being at risk.

HOW WILL NEW IDENTITY TECHNOLOGY IMPACT OUR LIVES?

My finances 

Faster access to your finances,  
without compromising on security 

You access your bank account from your mobile and the 
system uses a combination of biometrics and device 
identifiers to authenticate you, whenever and wherever 
you are. Not only is this more convenient but it also 
dramatically improves security.

My travel 
Speed up airport checks without the need  
for paper documents or lengthy queues 

You authenticate for flights, well ahead of travel, so that 
when you arrive at the airport, there’s no need to carry 
out passport checks. New technology, including facial 
recognition, knows who you are and allows a smooth flow 
through baggage drop, security and flight on-boarding.

My shopping 
Online shopping at a click without the need  
to be redirected for additional verification 

You click to make an online purchase without the need to complete 
forms and you can do this across many online shops. You authorise 
a payment using your Digital ID and send your usual delivery address 
information quickly and securely.

142%

 
The route to success is 
providing added security 
and identity assurance 
without harming the  
user experience

Attack vectors  
evolve as fraudsters 
move to mobile

1. Gemalto’s Breach Level Index
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Keeping a lid on 
an explosive crisis
In the event of a crisis, business leaders must communicate 
effectively, with speed, honesty and compassion, in a bid to limit 
damage to their company

he aftermath of a global corporate 
scandal is a very messy affair. Firstly, 
there’s the breaking news, then the 

media frenzy, the plummeting share price, 
the evaporating confidence, the damage- 
limitation exercises and finally the grovel-
ling executives. We live in a super-charged, 
hyper-connected environment, answerable 
to the 24-hour “churnalism” cycle and social 
media chatterati. 

Boeing, Uber, Nissan, Huawei, Airbus 
or Purdue Pharma, to name but a recent 
few, have all had to step up like Winston 
Churchill to their darkest hour. “Crisis 
management can be like dealing with an 
explosion,” explains Jo Willaert, presi-
dent of the Federation of European Risk 
Management Associations. 

And with any explosion, corporate or 
otherwise, everyone ducks away from the 
line of fire for fear of getting hit. Damage 
limitation can trump open communica-
tion. Slow and myopic group-think can 
stymy a crystal clear, crisis management 
plan because the stakes can be excruciat-
ingly high and the fallout unthinkable. No 
one really wants to spark the next Lehman 
or Enron crisis. It would be career suicide.

“Be quick, honest, open and, in such 
circumstances, be compassionate in com-
munications, these are the key principles 
of crisis management,” says Julia Gra-
ham, deputy chief executive of Airmic, 
the UK’s risk management body.

will the consequent damage to your brand 
end up costing you more long term? You 
can bet those functional tensions would 
have been going on recently within Boe-
ing,” says Mr Cornelius.

Time and again though companies are 
caught up in a crisis storm that is hard 
to weather. Facebook had its Cambridge 
Analytica moment, while Monsanto had 
to deal with a customer allegedly con-
tracting cancer from its weedkiller, then 
there was Exxon’s reaction to the Alas-
kan oil spill, the list goes on. The lessons 
that can be learnt are legion. Each event is 
unique and complex. 

Rupert Younger, director of the Oxford 
University Centre for Corporate Repu-
tation, thinks we need to go beyond our 
preparation manuals, rehearsals, box- 
ticking exercises and well-documented 
management plans, and instead create 
more of a wider culture of being able to 
respond to crises. 

“Smart companies should spend as 
much time listening as talking, empathy 
and humanity are crucial. Each stake-
holder has to feel well informed and prop-
erly looked after at all times, and internal 
teams need to be organised and focused 
on this,” says Mr Younger. 

One thing that a lot of crisis experts 
agree on is the crucial role that the exec-
utive leadership play in dealing with a cri-
sis. Like the logjam over Brexit, markets 
and corporations look for certainty, any 
perceived loss of control, lack of solutions 
or uncertainty can cause real harm, espe-
cially in the early stages of an incident, 
and a lot of direction comes from the top. 

A responsive C-suite is the new imper-
ative, especially when key executives are 
increasingly being held accountable if 
their company is not able to respond to 
a crisis. Look at various governments’ 
response to the live-streamed mosque 
attacks in New Zealand and their crack-
down on social media companies for 
showing harmful content, from Australia 
to the European Union, including the UK. 

When management could be personally 
liable for these crises and fines could reach 
as high as 4 per cent of global turnover, as is 
the case under the EU’s General Data Pro-
tection Regulation, it’s enough to make any 
corporate board, from Twitter to YouTube, 
rewrite their crisis management plans and 
think twice about how they respond.  

“Yet events usually outpace responses 
and without preparations or expertise at the 
table, leadership can find themselves frozen 
as they watch things unfold. The organisa-
tion needs to be clear on who takes the lead 
in efforts to restore the confidence of the 
public, clients, employees and investors,” 
says Erik Petersen, head of crisis manage-
ment consulting in Europe at Control Risks.  

“The issue is that leaders will often be 
required to make decisions with insuf-
ficient information. It can take days or 

Nick Easen
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EFFECTIVELY RESPONDING TO A CRISIS

Organisations believe the top three significant challenges to an effective crisis response are

Deloitte 2018

Yet time and again these messages don’t 
seem to permeate the rarefied air of board-
rooms or the upper corporate classes, and 
it shows. Whether it’s Boeing’s chief exec-
utive taking a week to respond to the fatal 
Ethiopian Airlines crash or BP’s boss Tony 
Hayward making a quip during the Gulf 
of Mexico oil spill saying he “wanted his 
life back”. The rapid, heartfelt response to 
an incident is as crucial today as it was ten 
years ago. 

“An actual crisis is a pressure cooker 
and no time to start working out roles, 
responsibilities and processes for your 
management team. Yes, Mr Hayward 
apologised quickly, yet the damage was 
done and here we are almost a decade 
later still talking about it,” says Marc Cor-
nelius, founder of 8020 Communications, 
a specialist public relations consultancy.  

At the heart of every response is an 
effective crisis response plan. Businesses 
are most resilient when they’ve already 
considered what to do if the worst hap-
pens and if all executives understand the 
roles they need to play. A risk manager co- 
ordinates decision-making teams that 
need to be multi-disciplinary, with all 
business functions represented, since 
they see situations from diverse angles.

“For instance, a classic tension can 
exist between legal and marketing per-
spectives: saying very little might theo-
retically limit your potential liability, but 

Five top 
tips when a 
crisis hits Don’t wait for the crisis 

to take hold. Look at your 
company right now and 
determine if the response 
capability is fit for purpose. 
Risk management is the 
mother of crisis management. 
Also take ownership of a crisis 
when it occurs, otherwise the 
vacuum will be filled by speculation.    

Take 
ownership01

Effectiveness of 
leadership and 
decision-making

24%

Effectiveness of 
teamwork

22%

Clarity of roles and 
responsibilities

20%

inancial crime has evolved. 
Anti-money laundering and 
counter-terrorist financing leg-

islation is considerably stricter and the 
application of those laws has been 
extended to include designated non-fi-
nancial businesses such as lawyers, 
accountants and real estate brokers. 
This means a broader set of organisa-
tions are obliged to conduct more inten-
sive due diligence around their custom-
ers and the amount of work required to 
comply is increasing.

Other new regulations are man-
dating enhanced consumer privacy 
and protection, while consumers are 
demanding more choice and flexibility 
across digital channels, and technology 
advances are enabling new entrants in 
the banking sector with low barriers to 
entry. Amid these challenges, the digital 
identity revolution is gaining momentum 
as the need to protect against sophisti-
cated financial criminals grows. 

The True Cost of Financial Crime 
report released last year by Refinitiv, a 
global provider of financial technology 
and risk solutions, estimates that the 
loss of annual turnover from financial 
crime now totals around $1.45 trillion, 
equal to about 3.5 per cent of annual 
turnover. Companies spend more than 
3 per cent of their turnover combat-
ing financial crime, according to the 
report which quizzed over 2,000 firms 
across 19 countries. 

“When you look at the combined 
loss, it's huge and is getting bigger,” 
says James Mirfin, global head of digital 
identity and financial crime at Refinitiv. 
“We're also seeing unintended costs 
from regulation. As banks start to per-
form more robust due diligence and 
seek to derisk their portfolios, there can 
be unexpected consequences, such as 
potentially putting customers at risk of 
losing access to financial services. We've 
all seen the headlines about money 
laundering and the impact of getting 
this wrong is significant, both financially, 
with the fines levied, and in relation to 
reputation too.”

Massive amounts of data are created 
every day, but if banks and financial 
institutions don't have confidence in the 
data they're using, they're more likely to 
avoid higher-risk activities or customers 
and therefore withdraw products and 
services. This situation can be avoided 
by structuring and bringing together 
datasets and sources of data and solu-
tions from companies such as Refinitiv 
to help organisations make more-in-
formed decisions. 

Moving away from traditional paper-
based identity verification to embrace 
digital equivalents transcends geogra-
phies, and enhances both speed and 
efficiency. This in turn boosts produc-
tivity and means potential financial 
crime-related risk can be detected with 
greater accuracy.

There is growing recognition that 
approaches to financial crime mitigation 
are not working. While regulations have 
the right intentions, they don’t neces-
sarily have the intended effects. Europol 
estimates that just 1 per cent of financial 
crime proceeds in the European Union 
are actually confiscated. The number 
of suspicious activity reports flagged 

is soaring, but only 0.5 per cent lead 
into any meaningful investigation by law 
enforcement agencies.

Greater collaboration in the form of 
public-private partnerships is help-
ing to lead the line in finding better 
ways to tackle financial crime. The UK's 
Joint Money Laundering Intelligence 
Taskforce has seen major banks and law 
enforcement share and analyse infor-
mation since its launch three years 
ago, while similar efforts now exist in 
Australia, Singapore, the United States 
and Hong Kong.

“You need to have the industry par-
ticipants, providers, regulators and gov-
ernments working together,” says Mr 

Mirfin. “These partnerships are start-
ing to work well, though they are still 
largely built around law enforcement 
and major financial institutions. The 
impact of financial crime is felt much 
more broadly, so there is an oppor-
tunity for wider involvement. The pri-
vate sector needs to play a bigger role, 
contributing valuable expertise in areas 
such as artificial intelligence and data 
analytics to support compliance pro-
cesses, but it's really a case of working 
together because when only 1 per cent 
of funds are being stopped, something's  
not working.”

Last year, Refinitiv launched a global 
coalition to fight financial crime in 
partnership with Europol and the 
World Economic Forum. The coali-
tion aims to improve awareness of 
the extent of financial crime, promote 
more effective information-sharing 
and establish enhanced processes to 
share best practice.

There is a common misconception 
that financial crime is victimless, but 
over 40 million people are trapped in 
modern slavery, more than ever before, 
with 25 million in forced labour and 15 
million in forced marriage, according to 
the International Labour Organization 
and Walk Free Foundation. The pro-
ceeds of these crimes are often laun-
dered through the financial system. 

The United Nations Office on Drugs 
and Crime estimates the scope of 
money laundering is between 2 and 5 
per cent of global GDP, which equates 
to between $800 billion and $2 tril-
lion. It’s clear that financial crime has 
many different victims, and the pro-
ceeds from bribery, corruption, 
human trafficking, drugs and fraud are  
hugely significant.

“Financial crime has very serious 
economic costs and very serious social 
costs as well,” says Mr Mirfin. “It's caus-
ing massive harm and it's one of the 
reasons we're so focused on helping to 
fight this. As well as helping the financial 
institutions to meet with their regulatory 
obligations, it can have a real impact on 
people around the world.

“We're committed to finding better 
ways to fight financial crime, and that 
means continuing to invest in our prod-
ucts and solutions, including our multi 
award-winning World-Check One plat-
form, but also participating in more 
industry forums and leading further 
cross-industry dialogue to ensure it gets 
the level of focus it needs. We help com-
panies make better decisions around 
the types of customers and third parties 
they can support, and enable them to 
continue to offer services to legitimate 
customers so they have confidence 
about who they're dealing with.”

For more information  
please visit refinitiv.com

of organisations have dealt 
with more than 10,000 
third-party vendors, 
suppliers and partners 
during the last 12 months

of survey respondents 
have never screened 
their third-party vendors, 
suppliers or partners

of all detected financial 
crime is reported internally 
and, for the most part, 
reported externally

Fighting financial  
crime with innovation 
and collaboration
A rapidly evolving regulatory environment and growing sophistication 
among criminals has elevated the cost of financial crime on both 
industry and society at large. Tackling the issue requires more innovative 
approaches and technology, but also greater collaboration 
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HIGHLIGHTS FROM THE TRUE COST OF FINANCIAL CRIME  
REPORT BY REFINITIV

 
We are committed to 
finding better ways to 
fight financial crime with 
the industry participants, 
providers, regulators  
and governments  
working together

49%

41%

9%
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In the grip of a global crisis, following 
two major air disasters, Boeing is 
grappling with how to recover public 
confidence and restore its reputation

Not a week goes by when there 
isn’t fresh news on the crisis that is 
engulfing Boeing, one of the world’s 
largest aerospace companies. With 
it’s top-selling aircraft grounded 
globally after two disasters, one in 
Ethiopia and the other in Indonesia, 
which left 346 dead, the fallout 
continues. The incident is played out 
in the press, on TV and web pages as 
the chain of events is scrutinised. 

Lawsuits are now in the offing, 
accusing Boeing of putting “profits 
over safety”, and software problems 
have been identified while the media 
attention has badly shaken the 
public’s confidence in the safety of 
the 737 MAX aircraft, a workhorse of 
the global aviation industry. 

“It is highly unlikely that Boeing 
will be put out of business by the 
fatal crashes. But that doesn’t mean 
it will be trusted in the same way as 
it was before,” says Sandra Sucher, 
professor of management practice at 
Harvard Business School. 

Already analysts and risk 
consultants are weighing in on 
how Boeing initially reacted to this 
complex incident that involves the US 
Federal Aviation Administration, crew 
and technology interactions, as well 
as stalled responses to the Ethiopian 
Airlines crash from the offset. It does 
not help that the actual root causes 
are only just beginning to surface, 
weeks after the event. 

“The company was too slow and 
too focused on themselves. It’s 
hard to regain the public relations 
initiative if the start has been handled 
badly,” explains Rupert Younger, 
director of the Oxford University 
Centre for Corporate Reputation. 
“Their first response was legalistic 
and engineering-based rather than 
focused on the tragedy and loss of 
life. There was no empathy, a lack 
of humanity and an inappropriate 
internally focused response.”    

How Boeing then handled the 
unfolding crisis gives some insight 
into the internal workings of the 
company. It raises questions on many 
fronts, including how it handles risk, 
implements crisis management plans, 
action from leadership and a co-
ordinated response to stakeholders. 

“These events portray a picture of 
corporate confusion and absence of 
cohesive crisis leadership. Boeing’s 
response created a communications 
chasm that was filled with negativity,” 
says Julia Graham, deputy chief 
executive and technical director of 
Airmic, the UK’s risk management 

association. “The company was seen 
as uncaring and more interested in 
their business than the people their 
aircraft carried around the world, 
despite the high regard globally for 
Boeing’s engineering community.” 

Whatever inquiries reveal over the 
coming months, corporate trust has 
been lost and reputation has been 
damaged. At some point Boeing will 
have the opportunity to state clearly 
what happened and what they will do 
about the 737 MAX aircraft to regain 
business confidence. 

Let’s not forget the 737 has been 
in the air more than 50 years in some 
iteration. The aviation company still 
holds an immense, multi-billion-
dollar order book for this new version. 
Boeing will need to do something. 
“This will be a critical credibility 
moment for the company and its 
senior management team. Handling 
this well will be a major test for the 
leadership team,” says Mr Younger.

If you think it’s nearly over, think 
again. Share prices have taken a hit, yet 
Boeing is not a business-to-consumer 
business. You and I don’t buy planes, 
but we are passengers on flights. Ignore 
the end-consumers at your peril.   

“The Lion Air and Ethiopian 
accidents carry the risk that the 737 
MAX becomes like the DC-10 of the 
1970s, which was so associated with 
disaster that the public would actively 
avoid it. For Boeing, therefore, the 
general public is also now a core 
constituency,” says Marc Cornelius, 
founder of 8020 Communications. 
“The 737 MAX is probably the most 
well-known aircraft in the world 
right now and Boeing doesn’t want it 
following the DC-10.”  

We all take it on trust that our 
chosen airline will be flying a safe 
aircraft. Boeing take heed. “I flew 
today and the gentleman behind me 
made a comment to the effect of ‘well 
at least we’re not flying on a 737 MAX’. 
That’s a problem for the company,” 
says Kelli Matthews, senior instructor 
at the School of Journalism and 
Communication, University of Oregon. 
And so the saga continues.
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sometimes longer to get facts or under-
stand the nature of the problem, while 
stakeholders will demand immediate 
answers and a response.”

The fact is most of us trust corpora-
tions around the globe without knowing 
what kinds of systems they have in place 
to deal with risk, safety and incidents that 
involve people’s lives, health and wealth. 
We eat, fly, drink, drive and consume var-
ious products from countless companies 
that we put our utmost faith in. The ques-
tion is, can we really trust them?  

“Companies that manage risk well tend 
not to face crises of their own making,” 
says Sandra Sucher, professor of manage-
ment practice at Harvard Business School. 
“In my research, I’ve found a close asso-
ciation between sound risk management 
and being trusted. Risky actions lead to 
mistakes of many kinds, and we mistrust, 
with good reason, companies which don’t 
seem to appreciate the consequences of 
their mistakes and fail to anticipate the 
risks that things could go wrong.”

Another aspect that’s crucial is crisis 
communication and the language used. 
“It is arguably becoming one of the most 
important elements of damage limitation 
in an era where harm to brand and repu-
tation is the greatest part of the impact,” 
says Mr Petersen. 

Increasingly, big corporations value the 
role of crisis communications, they also 
understand that it’s a specialised skill 
either to be cultivated in-house or via an 
outside consultant who knows the busi-
ness well and is on call. “Those organisa-
tions that don’t value communications, 
do so at significant risk,” says Kelli Mat-
thews, senior instructor at the School of 
Journalism and Communications, Uni-
versity of Oregon. 

Many crises that whip through the 
media are hardly binary affairs, they are 
infinitely complex. The key is to make 
these issues simple and communicate in 
plain, unambiguous language. “This can 

Crashing into a crisis

be really challenging,” says John Mar-
tin McDonald, founder of Caeli Commu-
nications. “As Mark Twain once said: ‘I 
didn’t have time to write you a short let-
ter’. But you must make the effort and do 
it throughout the crisis.”

All this underplays the role of the risk 
manager, yet they are a crucial go-to per-
son in any crisis. They have a pivotal role 
to play, since the impact of a crisis can 
touch many facets of a business from cus-
tomers to shareholders, affected commu-
nities to supply chains. 

“The professional risk manager serves 
as a co-ordinator across many functions 
that need to be involved in a situation like 
this, both for the manufacturer and the 
airlines in the case of the Boeing crisis,” 
says Typhaine Beaupérin, chief executive 

of the Federation of European Risk Man-
agement Associations. “The risk profes-
sional will also play an important role in 
managing the complex insurance issues 
that will inevitably arise as a result of  
a crisis.” 

It's not all doom and gloom. Many busi-
nesses can be resuscitated over time. “A 
company's reputation is not earned over 
night and, usually, not lost over night,” 
says Marc Szepan, lecturer at the Univer-
sity of Oxford Saïd Business School. 

But beware, a recent study by The Econ-
omist of the eight most notable corporate 
crises since 2010, including those at Uber 
and Wells Fargo, found that the median 
firm was worth 30 per cent less today than 
it would have been had the scandals not 
occurred. Ouch. 

 
Be quick, honest, 
open and, in such 
circumstances, be 
compassionate in 
communications, these  
are the key principles of 
crisis management

A crisis generally means 
someone’s life has been 
affected. Being compassionate, 
empathetic and genuine in 
all your corporate actions 
and responses is crucial. Be 
as interested in listening as 
in talking. No company wants 
to be branded as uncaring, 
putting profits and business 
before peoples’ lives. 

Put people 
first02

No one expects a perfect 
response, but they do expect 
action. There are many 
ways to respond effectively 
without having all the answers 
in a crisis, if only to demand 
action as a corporation; don’t 
let lawyers slow a response 
down. People need to know 
you care before they care 
what you know. 

Communi-
cate03

In today’s social media 
frenzy and 24/7 news cycle, 
bad news travels around 
the globe in a matter of 
seconds. Reputations 
can be sullied within 
seconds. Confusion 
and misinformation can 
take hold quickly and be 
amplified. Responses must 
be immediate.   

Respond 
immediately

The cost of crises can now 
be regularly measured in 
the billions of dollars or 
pounds. Some companies 
or brands have ceased to 
exist following a scandal. 
If you are, say, spending 
£25,000 a year on crisis 
management capability, it’s 
worth considering whether 
this is appropriate. 

Invest0504

 
The company was 
seen as uncaring and 
more interested in 
their business  
than the people their 
aircraft carried  
around the world 
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yber-risks may have been 
around for many years, but they 
remain a constant danger for 

firms of all sizes with ransomware, phish-
ing, data loss and hacking having the 
power to bring operations to a standstill. 

“Cyber-related business challenges 
have grown considerably over the past 
decade,” says Stewart Steel, chief exec-
utive of Sedgwick UK, a leading global 
provider of technology-enabled claims 
and productivity management solu-
tions. “It’s clearly something that's here 
to stay, as many major businesses are 
suffering from repeated cyberattacks 
on practically a daily basis.”

Complex supply chains, the impact of 
Brexit and climate change are requiring 
companies to adopt the most effective 
solutions to mitigate and reduce risk, 
with having the right management team 
in place to combat these challenges 
quickly and effectively being vital.

It's more important than ever to 
make sure that larger organisations 
have a talented risk management team 
in the business, which are able to not 
just moderate risks, but also ensure 
there is a comprehensive plan in place 
to deal with the immediate aftermath 
of loss.

“Beyond the internal resources, a 
trusted global broker who is able to 
explain the risks and challenges that are 
likely to be faced in certain territories is 
key as they will likely have more knowl-
edge in this area than you, as the poli-
cyholder, might,” says Mr Steel.

By nominating loss adjusters to 
global programmes as early as possible 
and allowing them to work with the risk 
management team to plan loss, rela-
tionships can be built that ensure if loss 
happens a robust business continuity 
programme can be implemented.

Mr Steel believes that to prepare for 
threats around reputational risk, along-
side enterprise risk management, it's 
important to line up other talented 
partners who have global penetrations, 
including a PR firm, which may prove 
vital around cyber data-breach risks. 

“A competent law firm is usu-
ally required because fundamentally 
there's often a legal aspect to the 
possibility of recovering outlays from 
another party,” adds Mr Steel.

Artificial intelligence (AI) and 
machine-learning solutions, too, are 
beginning to speed up the claims pro-
cess for policyholders, and help them 
to self-serve and handle their claims 

at a time that suits them, rather than 
having to wait until the various insur-
ance and supplier offices are open.

Being able to take cost out and 
reduce unnecessary customer service 
costs for insurance companies would, 
in turn, have a beneficial effect on 
the premiums the policyholders pay. 
Perhaps most importantly for busi-
nesses, the power of AI to process 
claims quickly will enable them to move 
on immediately from the impact of a 
risk that damaged the firm.

“If you look at the way many insur-
ance companies are set up, quite a 
few are already using AI to handle 
claims. A few of the insurers we have 
dealt with have said claims of less 
than £2,500 may soon go through the 
claims process with no human inter-
vention at all. From a supplier per-
spective, we are building processes 
and systems that mirror and match 
the AI process,” says Mr Steel.

It's getting more difficult for insurers 
to keep pace with the rate of digitalisa-
tion, due to the significant cost involved 
and lack of adequately skilled technol-
ogy professionals.

“There are some smaller insurers that 
are already considering either getting 
out of the market completely or look-
ing towards companies like Sedgwick to 
offer a faster better, slicker, more cus-
tomer-focused experience to enable 
them to grow in the sector, which oth-
erwise would be risky for them to do 
with their own capital,” says Mr Steel.

As the world’s largest loss adjust-
ing and claims management company, 
Sedgwick’s 21,000 staff in 65 countries 
are well placed to offer their technical 
expertise and vast practical experience 
to benefit their clients at every stage of 
the risk management process. 

Sedgwick has been involved in deal-
ing with the majority of major global 
catastrophes, allowing them to bring 
a considerable amount of post-loss 
expertise to help organisations plan for 
the worst-case scenario.

“Within the Sedgwick organisation 
we have a forensic accountancy busi-
ness, which is beneficial if you're look-
ing at mitigating losses from interrup-
tion risk that may flow from outside 
your business and involve, for example, 
a supplier,” says Mr Steel.

Emerging risks, including extreme 
weather-related problems and the rise 
of terrorism, will continue to challenge 
how many global businesses operate. 
Even moderate weather events may 
require preparation to ensure there are 
no issues in continually operating. 

“In this situation it could just be 
something as simple as getting your 
senior management together and con-
sidering what could happen in the worse 
circumstances, and then creating what 
we call a ‘grab bag’,” says Mr Steel.

A grab bag should hold all the infor-
mation that is needed to get out of the 
office as quickly as possible and then 
put steps in place to start the process 
of recovering the business, including 
preparing back-up facilities, so the 
company can still provide a fundamen-
tal service for customers. 

Forward-thinking businesses need 
to be considering how they would 
manage complex situations that 
require skills and expertise not avail-
able in their own company.

“Thanks to our extensive global net-
work, we have at our fingertips prac-
tically all the expertise that any global 
corporate would want or need when 
facing pressing business risks,” Mr 
Steel concludes.

For more information please visit
www.sedgwick.com/uk

Facing business risk in 
an interconnected world
The seemingly unstoppable rise of globalisation has opened up countless 
new markets for businesses and unlocked highly profitable economies 
of scale. But this interconnected world also exposes companies to a 
multitude of risks that threaten their ability to do business 

C

 
Thanks to our extensive 
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have at our fingertips 
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reduction in claim lifespan 
from introduction of MiClaim 
(customer portal)

54%
60%
increase in average flood claim costs 
since 2014

FLOODING AND ESCAPE OF 
WATER CLAIMS

HOME CLAIMS  
 

12%
decrease in drying times – more 
materials preserved 

28%
decrease in alternative 
accommodation costs

20%
decrease in  escape of water 
claims spend

11%
decrease in  flood claims spend

SUBSIDENCE SURGE

increase in claims volumes on 
normal volume in 2018 due to 
subsidence surge

400%
Up to

LOW VALUE BUILDINGS 
AND FLOORING CLAIMS 

accuracy rate when using AI 
technology to identify the 
flooring type and cost

98%

FRAUD MANAGEMENT

£5.6m
Motor

£1.3
Cyber

£14.6m
Commercial

£11.3m
Home

£14.2m
Motor

£47m
value of savings achieved 
by our investigation 
services team in 2018

100%
of customers recommended 
low-cost resilient repairs

MANAGING KEY RISKS EFFECTIVELY IN 2019
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Why CEOs need to be 
chief culture officers
and lead from the front

toxic culture creates a variety of 
risks for a business. From repu-
tational damage brought on by 

revelations about employee conduct to 
the corrosive influence of issues around 
discrimination and employee wellbeing, 
a poor culture can rapidly sink a brand, 
particularly in an age when social media 
amplifiies every misstep. 

Despite this, businesses are failing to read 
the warning signs. A 2018 survey of 400 
US chief executives by Deloitte found that 
while leaders were focused on the risks of 

Chief executives must 
be flag bearers of brand 
reputation in the face of 
potentially damaging 
cultural risks 

C U L T U R E

Karam Filfilan

Commercial feature

A

Risk of stagnation

According to a 2017 study by the Yale School of 
Management, the average lifespan of an S&P 
company in the United States has fallen from 
67 years in the 1920s to just 15 today. In an 
increasingly volatile and complex world, the 
biggest risk most companies face is failing to 
adapt to change and stagnating. 

For chief executives, this is often about 
embodying a culture that is open to change. 
Here, much can be learnt from the agility and 
resilience startups show.

“A startup is there to constantly evolve 
and figure out what the team should cre-
ate for a happy customer, and that culture 
of questioning and innovation runs deep,” 
says Dan Murray-Serter, serial entrepreneur 
and co-founder of Dawn, a “human potential 

company”, which provides content, commu-
nity and products geared towards optimising 
cognitive performance.

“If you empower smart people with a mis-
sion, make it clear why the goals are there, 
what the timeframes are and that you don’t 
know all the answers, but value their input, it’s 
hard to go wrong,” he adds. 

Leaders of larger businesses can start by 
understanding that strategy delivery is just as 
important as strategy design. By taking own-
ership and being accountable for the imple-
mentation of new ideas, chief executives can 
demonstrate that innovation is central to the 
company’s mission. For many organisations, 
this can be the difference between mere sur-
vival and actual growth. 5

Need for ‘glocalisation’

“It isn’t easy to define culture, but in the 
globalised economy in which we now live, 
what is common and accepted in the UK 
could be very different for a colleague and 
customer in Singapore or India,” says Por-
teur Keene, founder of executive search 
firm The Art of Talent. 

Failing to adapt global business models to 
local markets is a common error that affects 
all businesses, no matter how large they may 
be. Consider the case of Uber in the Middle 
East market. Despite its dominance else-
where, Uber found its market share there 
eaten up by local ride-hailing app Careem. 
The difference? Careem continually updated 
its product based on local considerations, 

such as call-masking passengers’ phone 
numbers from drivers, introducing cash pay-
ments and allowing pre-scheduled bookings 
years before Uber implemented the feature. 
The outcome? Uber spent $3.1 billion buying 
Careem earlier this year.

To mitigate the expensive risk involved in 
moving into new territories, chief executives 
must abandon the one-size-fits-all approach 
to business and instead focus on a “glocal” 
mindset, a hybrid of global and localised 
approaches. The starting point should always 
be the needs of the local market, backed up by 
allowing local hires to implement a culture 
appropriate to the region with the support of 
the leadership team. 4

Identifying diversity differences

Analysis of the recent gender pay figures 
released in April shows that fewer than half 
of employers surveyed have reduced their 
gender pay gap in the last 12 months. In fact, 
45 per cent of the 10,428 companies that sub-
mitted figures actually saw an increase in 
the pay difference between men and women. 

It’s not just equality of pay between 
men and women where boardrooms 
face diversity issues. At its current rate, 
the UK’s FTSE 100 will take until 2066 
to meet a government-backed target of 
having a least one BAME board mem-
ber when the initial target was 2021, 
while a 2018 report by LGBT rights char-
ity Stonewall revealed that 35 per cent 
of members don’t feel included at work.

Put simply, very few of our businesses 
accurately represent the customer base 
they’re trying to attract. This can only be 
dangerous for the future. 

“I do believe the government’s gender 
pay gap legislation will help with gender 
equality, but there is a bigger cultural issue 
that needs addressing,” says MediaCom 
UK’s Mr Krichefski. 

“We can put all manner of targets and leg-
islation in place, but if the attitudes, beliefs 
and behaviours of a business and its peo-
ple don’t change, we’ll never be open to all. 
Leaders cannot be distant and hierarchical 
if we want to establish a culture that empow-
ers our people to deliver the best work they 
can,” he says. 3

Mental health is a corporate risk

Research by mental health charity Mind 
found that 48 per cent of people have experi-
enced a mental health problem in their cur-
rent job, while figures from the Health and 
Safety Executive suggest 15.4 million work-
ing days were lost to issues around stress, 
depression and anxiety between 2017 and 
2018. This is the first time work-related stress 
and anxiety has accounted for more than half 
of all absences. 

“As businesses, it’s our responsibility to 
admit that the way mental health is spo-
ken about is wrong and we must be active in 
changing it. It’s a business issue in that we’re 
wasting a group of talented people who feel 

businesses aren’t supporting them,” says Josh 
Krichefski, chief executive at MediaCom UK. 

To counter this, MediaCom has appointed 
more than 160 mental health allies, who are 
trained in dealing with mental health issues. 
They are identified by green lanyards and 
name badges, and are there to listen to any 
concerns colleagues may have. 

“As a leadership team, we know it’s impor-
tant to lead the way. One of our first initiatives 
was to ask our employees to openly share 
experiences they’ve had with mental health. 
I shared my own story and many in the lead-
ership team did too. It felt like a barrier had 
been lifted,” says Mr Krichefski. 2

No culture, no strategy

It may have become a cliche, but the late Peter 
Drucker’s famous quote “culture eats strategy 
for breakfast” still applies. If not enough time 
is invested in researching, creating and imple-
menting a culture that fits a business, then all 
subsequent strategising is at risk. 

“Cultural questions are as essential to strat-
egy-shaping, planning and execution as the 
business case,” says Jan Tregelles, chief execu-
tive of UK learning disability charity Mencap. 

On taking over in 2014, Ms Tregelles and her 
leadership team identified the culture they 
wanted their people to demonstrate at the 
same time as building the strategic aims of the 

charity. Culture change was a big part of set-
ting the charity on a new strategic direction.

She says her leadership team chose to define 
the organisation’s culture by prioritising two 
capabilities – customer connectivity and col-
laboration – that were considered essential to 
future strategies. Then, it was up to them to 
lead by example.

“No one individual defines and leads the 
culture of an organisation; it develops through 
all its people. Trying to create one homoge-
nous culture that everyone sticks to is futile. 
What you can do is encourage people to coa-
lesce around some key principles,” she adds. 1

technological disruption and digital trans-
formation, fewer than half (42 per cent) had 
discussed risks to brand reputation in the 
previous year and 53 per cent couldn’t even 
identify what those risks were. 

It’s time for chief executives to step up 
and embody the culture they want their 
business to have. By leading from the 
front, and crucially creating a culture 
that fits their business, they can mitigate 
cultural risks and create a more resilient 
and engaged workforce. But what are the 
challenges?

3.3 BILLION 
IDENTITIES 
STOLEN  
IN ONLY  
6 MONTHS*

Identity needs to evolve  
for the online world
By implementing complex  
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LexisNexis® Risk Solutions can help  
make identity fraud nearly impossible, 
while customers enjoy a faster and  
more convenient digital experience. 
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ogy and software has drastically improved 
the ability to manage business risk,” he says. 
“This allows firms to account for important 
and potentially unforeseen environmental 
considerations.”

But this step-change in what all parties 
can affordably know and measure means 
no going back, says Ramboll’s Mr MacGre-
gor. “The current changes herald ‘the end of 
greenwash’, as more informed consumers 
challenge company and government deci-
sions with evidence that is easier to obtain 
digitally,” he says.

“For many businesses, though, truly trans-
forming and disrupting is a big ask, solely 
from climate risks. And there will be losers. 
Companies and business models that can’t 
adapt, won’t adapt.”

However, there will be winners, notably 
the planet, concludes Jeffrey Milder, direc-
tor of global programmes at the Rainforest 
Alliance. “Our food system used to be based 
on endless expansion, but that no longer 
works,” he says. “The world’s remaining for-
ests, grasslands and wetlands are needed to 
protect biodiversity, store carbon and support 
local communities.

“Major food and agribusiness companies 
now recognise this and are leading a pro-
found shift to freeze the footprint of food. 
There is new hope that responsible business 
can help protect the world’s last great biomes, 
such as the Brazilian Cerrado.”

Survival is the prize, not just in the natural 
world, but the business one too: “business as 
usual” is an endangered species. 

Business as 
usual is no 
longer enough
As the effects of climate change increasingly 
make themselves felt, successful companies 
will future-proof their business and limit 
further environmental damage

rom Hurricane Katrina to bee-col-
ony collapse, or city smog to ocean 
plastic, the environment keeps mak-

ing the wrong kind of headlines. The impact 
is sometimes sadly fatal, often irreparably  
harmful, but always bad for business.

“Climate change, biodiversity loss and 
natural-capital degradation pose new, 
often unquantified, risks for businesses, as 
well as systemic risk to the economy,” says 
James MacGregor, environmental econo-
mist at Ramboll.

As evidenced by rising momentum behind 
the Task Force on Climate-related Financial 
Disclosures, institutions and corporations are 
increasingly aware of these risks. There is also 
growing demand for environmental, social 
and governance investment criteria from 
creditors, customers and shareholders.

The risk is real and recognised as such. 
In the World Economic Forum Global Risks 
Report 2019, environmental concerns dom-
inated results of the Global Risk Perception 
Survey for the third consecutive year. They 
accounted for three of the top five risks 
by likelihood and half of the top ten by 

impact, with extreme weather not surpris-
ingly ranking highest.

Some sectors are already realising the 
reward-potential inherent in this redirection, 
says Trevor Hutchings, director of strategy and 
communications at Gemserv. “Climate change 
and environmental drivers are transforming 
markets,” he says. “The debate has moved on 
from mitigating business risk to seizing oppor-
tunities that come from disruption.”

In the transition to electric vehicles, for 
instance, Mr Hutchings sees innovative com-
panies such as Zap Map and Charge Master 
entering this space, as well as more traditional 
companies upending their businesses models.

Working together to tackle structural issues 
is also increasingly popular. Gemserv has 
launched proposals for an industry-led elec-
tric vehicle governance framework to enable 
cross-sector collaboration and a co-ordinated 
market-led approach to the challenges.

Ultimately, though, it is adapt or die, says 
Mr Hutchings. “If businesses are not willing 
to change, they may not be able to participate 
in the market to the same extent,” he says. 
“Any lack of data, metrics and tools is not an 
acceptable excuse for inaction.”

The do-nothing option is essentially 
being eliminated in favour of embracing 
change that can positively affect the envi-
ronment, while successfully managing 
risks, argues Rowena Sellens, chief exec-
utive of Econic Technologies. “In the past 
year, we have seen the balance of deci-
sion-making shift, with sustainability 
impact now more of an equal driver along-
side pure economics,” says Dr Sellens.

The turning tide of public opinion has 
been influential. She adds: “Businesses, 
large or small, are made up of people who’ll 
have read the shocking news reports, seen 

the images on the television and heard the 
warnings of scientists.

“Businesses are not divorced from the 
concerns of the population as a whole; they 
will be riding the green wave because the 
shareholders, managers and employees care 
about the planet. It’s a natural, organic shift 
in attitude.”

As a result, innovation is rife. Develop-
ments in catalytic science, for instance, now 
make it possible for Econic to create a range 
of better-performing and more biodegrad-
able plastic products out of CO2, while also 
reducing emissions and costs.

What Econic is doing with chemicals and 

plastics, innovators such as Deep Branch 
Biotechnology are developing elsewhere for 
the feed industry. Their single-cell protein 
uses carbon dioxide from industrial waste 
gas to provide sustainable alternatives to 
soy and fishmeal.

Tackling textiles waste to landfill is 
another risk-to-opportunity scenario, at the 
forefront of a circular-economy awakening, 
says Cyndi Rhoades, founder and chief exec-
utive of Worn Again Technologies.

“The game-changers on the horizon will 
be the new wave of chemical-recycling tech-
nologies. These take low-value, non-reus-
able products and turn them back into vir-

gin-equivalent raw materials at the same 
price, if not less,” she says.

Almost by definition, of course, entrepre-
neurs are problem-solvers and risk-takers. 
The new breed, though, have grown up with 
the environmental legacy of previous gen-
erations and know we cannot continue with 
the status quo, says Steven Hess, trustee and 
programme lead at The Startup Leadership 
Program. “The next generation of entrepre-
neurs combine purpose, profit and people 
into exciting and world-changing ventures,” 
he says. “In the 21st century, you cannot sep-
arate the three.”

Pioneers include Taste of Kenya that owns 
its entire supply chain in sustainable tea and 
coffee or Made in Britain champions Natu-
rally Tribal, a chemical-free skincare brand, 
which sources ingredients direct from Africa.

For this burgeoning startup ecosystem, 
bringing with it a paradigm cultural shift 
towards the environment and sustainable, 
transparency will be key, says Mr Hess. “As 
the digital revolution continues to open the 
bonnet on all business activities, consum-
ers, shareholders, the media and activists are 
able to hold companies to account,” he says. 
“Every sector, from energy to finance, trans-
portation, media, technology and tourism, is 
being disrupted.”

The same digital analytics, insights and 
data also support more comprehensive and 
conclusive decision-making, in general and 
on sustainability matters, says Andrew Frost, 
executive director at compliance and reg-
ulatory experts Lawson Conner. “Technol-
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Businesses will be 
riding the green wave 
because the shareholders, 
managers and employees 
care about the planet 

72%

67%

37%

believe climate-
related reporting will 
increase brand value

will disclose climate-
related risks and 
opportunities in their 
2019 annual reporting

believe improved 
climate-related 
reporting will reduce 
shareholder pressure 
and/or activism 
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Reimagining the future 
of risk engineering
Insurers consistently acknowledge the need for the industry to modernise, 
and progress has been made in processing and technology. But they must also 
adapt to clients’ evolving strategies to achieve effective risk management

hifting attitudes about what 
is possible, coupled with the 
deployments of new technology, 

mean risk engineering is ever-changing. 
As buyers are increasingly aware of on-de-
mand and flexible cover in personal insur-
ance, demand is also emerging for risk 
engineering to be clearly aligned with their 
business purpose.

Large insurers in siloed and highly special-
ist fields are switching to have much more 
regular and deeper engagement with clients, 
and alignment to their strategies, backed by 
transparency and smart technology.

In part, the changes are driven by 
new data systems that enable more-tar-
geted risk management. But the shifts 
in approach are also a response to busi-
nesses wanting to solve the holistic picture 
of their emerging risk exposures, including 
cybersecurity, environmental and political 
uncertainties, and even the unexpected 
consequences associated with complex 
mergers and acquisitions. 

At commercial and specialty insurance 
provider Liberty Specialty Markets, risk 
engineers are now making assessments far 
more frequently than has traditionally been 
the case. “Historically, a customer would 
buy a policy and would only have a risk 
engineer visit to survey once every year to 
three years,” explains Carol Baker, head of 
customer proposition at the company. “But 
now the customer and buyer behaviours 
have changed dramatically, and we offer a 
much more on-demand service.” 

The trend towards more customer-cen-
tric services is happening across client 
industries, Mrs Baker says. In addition to 
the greater transparency between insurers, 
brokers and their customers, insurers are 
also taking a much more active approach to 
managing clients’ risk. 

Liberty Specialty Markets reaches out 
regularly to clients and their brokers where 

it identifies a potential exposure to spe-
cific threats, for example food companies 
needing to protect themselves against the 
dangers of customers’ allergic reactions, 
retailers guarding against night-time ATM 
thefts, and construction companies going 
through a merger and wanting to retain 
strict safety standards as their differing 
cultures combine.

“With the help of brokers, we evaluate 
firms’ existing risk position, and explain 
where, together, we can do more and 
what steps they could take,” explains 
Mrs Baker. “We provide written risk guid-
ance to clients’ management and we also 
deliver bespoke elearning solutions that 
enable them to improve their practices 
in key areas. This means they can equip 
their workforces with relevant and valua-
ble knowledge.”

This change is possible in part thanks 
to data analytics that highlight new trends 
in various sectors, but it is also the result 
of more cohesion between the insurance 
industry’s participants, from underwriters to 

actuarial experts, and business development 
teams to risk engineering specialists. 

“Through the brokers, we get to know 
prospective customers at the earliest 
opportunity,” says Mrs Baker. Typically, this 
involves a risk review with sector-specific 
analytics and a detailed plan for continu-
ous improvement.

“From day one, a client will meet every-
one who’ll support them. They’ll have 
access to our Liberty Risk Reduce portal 
for tools and guidance. We can set up 
thousands of users on our elearning plat-
form and we can tailor monthly manage-
ment information for their board report. 
We can also engage a specialist manual 
handling training provider if they need or 
configure our online accident reporting for 
them,” she says.

Liberty Specialty Markets’ risk surveys 
are digital and integrated, allowing bro-
kers and customers to contact underwrit-
ers with images, videos and documents for 
ongoing support, in real time.

In spite of all the changes, there is still 
a huge emphasis on traditional proposi-
tions, Mrs Baker insists. “We operate in an 
ever-changing world and we embrace that, 
but the fundamentals stay the same. We 
take a long-term view and embed necessary 
changes behind the scenes that keep us 
completely aligned with clients’ strategies.” 

Read more about business insurance 
solutions at libertyspecialtymarkets.com
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behaviours have changed 
dramatically, and we  
offer a much more on-
demand service
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The board needs to make sure it has a 
much better relationship with all its 

stakeholders so if something goes wrong, 
they're not calling on an empty relation-
ship. So I think the whole technology 
agenda feeds into the trust agenda.

I think for all these things – arti-
ficial intelligence, automation, 

machine-learning – the future is uncer-
tain and I think that creates quite often 
a defensive mindset in organisations. 
The level of uncertainty and risk aren’t 
known, so although they talk the lan-
guage of digital, they can’t really under-
stand the ramifications of some of the 
changes that are coming. 

I used to have conversations with peo-
ple responsible for risk who would tell 
me there was a group or committee with 
responsibility for cybersecurity or infor-
mation security. Now I'm seeing much 
more of an enterprise-wide conversation; 
it’s about the whole organisation. 

 It's about taking academic excellence 
and topping it up with strategic, hori-

zon-scanning and storytelling skills, and 
becoming a true business partner because 
the worst thing you could do is go to a board 
meeting and produce all these colourful 
risk heatmaps, which you think are won-
derful, but the board get quickly bored with. 
They want to talk about what really matters 
and those are probably not things that you 
find on many heatmaps. 
 

Yes. Pure data will not do it; you have 
to provide a summary and translate it 

into usable information.

Our board are engaged and will chal-
lenge me on risks in audit committee 

meetings. Individuals sometimes have spe-
cific risk interests and the more emotive 
risks can get more attention, so you have 
to go in prepared to tell the story on which 
risks they need to focus on.   

Risk managers are dealing with a very 
tough subject. But the culture is that 

nobody wants to talk about it. Therefore 
they need to be ninja warriors in terms of 
getting board attention. It probably means 
seeking out individual directors, going to 
have breakfast with them, coffee with them, 
wherever they are; getting your point across 
long before you ever get to the boardroom.

As well as being a ninja, you need to 
get across that risk management is 

not a blocker, it's not a policing function, 
it's more of an enabler. The skillset requires 
persistence and diplomacy.

Is this a common problem? Are risk 
experts seen in the boardroom as 

whingers or people who don’t “get” digital?
Good risk management is just good 
management, right? At the end of the 

day, companies that manage risk well are 
going to be more successful. You can’t be a 
kind of observer or a pointer-outer of bad 
things. You need to be a leader. You need to 
drive the change. 

That's probably one of the good things 
about the profession that there are 

so many touchpoints within the business 
it crosses many, many functions. And it 
crosses many horizontal and vertical levels. 
You have conversations at the top and the 
bottom and in-between.

I agree. You can be inside the business. 
You could be outside the business 

in the supply chain, in the wider ecosys-
tem. It's a great way of actually getting the 
dark side of management information that 
nobody wants to give you.

Does it help to talk to the board 
about near-misses, serious prob-

lems that were narrowly averted?
Absolutely.  Learn from these. If you 
don’t have an open dialogue, you’re 

potentially exposing the company.

How big is the  
culture issue?
We used to celebrate people that man-
aged crises well. For instance, when 

the Japanese triple disaster [the earth-
quake, tsunami and nuclear crisis of 2011] 
happened, we had a magnificent regional 
operator who managed a team right the way 
through that. We were the biggest hotelier 
in Japan, and we made a lot of people safe 
and carried on doing business. There was a 
huge celebration in the company, and part 
of the celebration was how did it go so well 
and what are the lessons for other leaders?

And the other important thing is what 
you do with the lessons learnt. If you 

actually take action then the board can see 
you’ve done things differently next time.

Should you celebrate even if the 
crisis management wasn’t 100 per 

cent perfect?

The interesting thing about the 
near-misses is they often identify 

where someone has noticed, anticipated 
a problem and has usually intervened in 
the system in some way to fix it. They are 
really a window of opportunity to look up 
what's the positive human contribution 
to the system that's enabling us to man-
age those risks. 

On the one hand, boards need to be 
firm. It's their job to hold executives 

to account, to make sure the rules get fol-
lowed, to make sure all the processes are 
there. But at the same time, they need to 
make sure the culture is willing to make 
mistakes, embrace problems, embrace 
mistakes and make sure actions happen on 
the back of them. It's a really fine line.

I used to look after quite a lot of hotels 
around the world. And at every board 

meeting we published the serious inci-
dents that had happened in the previous 
month or six weeks. We used to burst the 
bubble right at the start of every meet-
ing. And it became their number-one read 
every month.

And once you do that over a long period 
of time, you build the trust of the com-
pany across the world. Hundreds of thou-
sands of people know that it’s OK to say, for 
instance, they saw a window cleaner with 
no harness on, 24 storeys up or whatever. 

How is the digital revolution chang-
ing the way boards talk about risk?
In the past, you had maybe two years’ 
warning before big changes such as 

new regulations. But with digital transfor-
mation, disruptive technologies, you're hav-
ing to react month to month. Our biggest 
digital transformation programmes are on 
every single audit committee agenda which 
are well attended by our board members.

There is an enormous amount of exe-
cution risk. How do you deal with that? 

It's a very difficult thing for boards to meas-
ure because you have to get quite granular 
to really appreciate what's happening. If 
you're not a technological, transformation 
expert, it's actually very hard to do that.

I agree. You would never in days gone by 
consider having a director who didn’t 

have financial literacy. I think it's getting to 
the stage where you wouldn’t consider hav-
ing a director unless they also have a degree 
of technology literacy. Otherwise, how do you 
ask the questions? How do you exercise over-
sight and governance if you don't understand 
that part of what you're governing? 

I don't think oversight of digital is some-
thing you can pin on one individual on a 
board, which I think some organisations 
have tried to do, albeit expert capability can 
be a good thing to have in addition, espe-
cially in technology-oriented sectors.

But it's not just digital transformation. 
Digital transformation shows the need 

for new and emerging ways of thinking; the 
need to understand the connectivity of risk. It 
should be a catalyst for a change in thinking.

I think we should use language more around 
resilience than just risk management, not 
only stopping things from happening, but 
looking at the ability of the organisation to 
anticipate some of these changes, prepare 
for them, adapt and to respond.

Can boards be bolder if they have a 
better grasp of digital transforma-

tion risk?
At Pearson, the shift in the conversa-
tion about digital is that risk isn't nec-

essarily about avoiding something bad, it's 
also about maximising opportunity.

I've recently seen much more of a stra-
tegic-level conversation that's not just 

about prevention, but more “How do we 
leverage the opportunities?” But equally, 
there's a lot of discussion around impact 
tolerance and risk appetite. What if your 
IT system goes down and you have people 
caught in the forecourt of a garage unable to 
pay? How quickly do you need to get that up 
and running? What's the damage to the cus-
tomer, to the brand, to our reputation from 
an event like that?

You have to assume you're not going to 
get it 100 per cent right, because you're 

doing something by nature that no one's done 
before. So you're going to make mistakes. The 
key is communication and fixing them. 

What’s the best approach when risk 
professionals talk to the board? 

Should they talk about return on invest-
ment or storytelling? 

I think you need to do both. 
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Pure data will not do it; you 
have to provide a summary 
and translate it into usable 
information

90%
Growing need 
to manage 
cyber-risks

Deloitte 2018 PwC 2018 Netscout 2019KPMG 2018 ICSA 2018

of C-suite risk owners believe risk 
management is becoming more 
important to achieving strategic goals

49% of boards say they 
haven't discussed 
management plans to 
respond to a crisis

cost of downtime 
associated with DDoS 
cyberattacks to UK 
businesses in 2018

chief executives say a 
cyberattack is now a 
case of when not if

of FTSE 350 companies 
say their board is 
increasing spending on 
mitigation of cyber-risk

16% £900m1in 2

Risk roundtable: 
what the experts say
Thought leaders from across the sector and academia discuss 
risk management and resilience in a fast-moving digital age when 
board members need to keep pace with business transformation

R O U N D T A B L E

LIKELIHOOD OF INVESTING MORE RESOURCES IN RISK MANAGEMENT IN THE 
NEXT 12 MONTHS, BY JOB ROLE
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Absolutely. You’re dealing in chaos. 
But a robust leadership means that 

your business survives and thrives.

I think we need to change the dis-
course. Everyone says “We've learnt 

our lessons”, but have they actually done 
anything about it? I've worked with one 
hospital that had six “never happen” 
events in six months, and after every one 
there was an investigation with recom-
mendations and an action plan for imple-
mentation. It's almost like the organisa-
tion was going through the process in a 
very technical way without actually learn-
ing and doing something. 

If you're not careful, the processes or 
the compliance side will overtake the 

actual substance, in other words the itera-
tive understanding of what's really going on.

There’s a tendency at the moment of 
saying hindsight is a bad thing and 

we have to look forward and extrapolate the 
future. But actually, you can learn so much 
from hindsight, we should never forget that.

How should boards be warned about 
more distant risks on the horizon?
You have to do more scenario-model-
ling; you have to do more horizon-scan-

ning; you have to do more sensitivity analy-
sis. And then, by the way, you have to keep 
doing it. It doesn't stop. You just have to 
because all the time your environment 
changes and your business is changing.

I did a piece of work which was for a 
manufacturing company that's been 

around for quite a long time, run by a tra-
ditional board. The chief executive, who I 
thought was one of the most enlightened I've 
encountered, asked us to run a programme 
taking 50 of their youngest, brightest peo-
ple across the business. He told them, “We’ve 
run this company for the last 50 years. To 
ensure it’s around for the next 50 years, we 
want you to be the eyes and ears, and really 
think about what the future risks are, what 
the future opportunities are.”

If you give resources and support to peo-
ple within the organisation, their collec-
tive intelligence is going to be much better 
at identifying some of these risks than the 
board would. 

I’ve an anecdote that complements that. 
We ran an event last year with about 

said to them, “What is your plan? What are 
you going to say to your customers?” And they 
hadn't got a plan, hadn't even gone through 
any of that process, which is remarkable.

Now we all know a plan doesn't usu-
ally survive the first engagement with the 
enemy, but the process of going through 
a planning process is what creates great 
value in the organisation.

It's like most potential crises. You plan 
for the worst and if it's not the worst, 

then lucky you.

This roundtable was arranged in partner-
ship with Airmic, the association that rep-
resents UK risk and insurance managers. 
Its annual conference will take place June 
3-5 in Harrogate.

100 young risk managers and we asked what 
are the top-ten things that keep you awake at 
night? And then as a separate exercise, we said, 
“OK, put that to one side. Now write the head-
line that you would not want to see on the front 
page of the tabloid press tomorrow morning.” 
And not one of them was in those top-ten risks.

One headline many companies 
didn’t want to see was the Brexit ref-

erendum result in 2016. What have compa-
nies learnt about risk management from 
this tangled process?

It certainly showed you can have a dis-
ruptive event that no one saw coming. If 

you went back a period of time, five years ago, 
you would've said, “This is pretty implausible.” 

I remember working with one financial 
institution just after the referendum and I 

How can boards ensure they  
get an honest picture of risks to 

their business?
I think diversity is a big part of it. 
I think diversity of thought is an 

even bigger part of it. You wouldn't just 
go and talk to the IT department about 
IT; you need to talk to the people who 
use IT, the people who bend the rules in 
the field, the people who break it.

If the senior leader in the 
organisation’s first response 

to something going wrong is “Who 
screwed up there?” you’re immediately 
going to create a culture where people 
are not going to start admitting to 
mistakes. Just switching that question 
around, asking why it made sense to 
that individual to do what they did at 
that point in time, gets you immediately 
into a learning mindset.

The big issue for me is courage. 
Not everybody welcomes the 

conversation. But to have courage you 
need confidence and confidence is 
enhanced by having a grasp of what 
you’re talking about. 

But you need courage on both sides. 
The board needs the courage to ask 

questions even if they are not the experts 
and to have enough courage to admit it. 
And David Denyer is right to make the 
point that the board needs to be able 
to say “Hey, we might not have got this 
right” and to work together to reach 
solutions. 

Part of the answer is proper 
management information. Sure, you want 
it easy to read, but sometimes more is 
actually better, so you can see trends and 
outliers. But also, information lock is a real 
problem for boards. If they are getting 
just one view of the world, it can be very 
problematic. So I think it's really important 
that boards can get out and about, and 
have different sources of information so 
they can sense-check things.

But don’t you think there’s a fine 
line? It’s great for directors to walk 

the floor, but don't do too much. You're 
not the chief executive. One of our 
members wanted to know what the role 
of a director was during a crisis. We said 
their role is being on the board. They are 
not managing the crisis, but are there to 
make sure there is executive leadership 
who have a plan and a team, and that 
both have been tested.

Bursting the bubble
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here has been a silent revolution 
going on and in the last three 
decades a remarkable trans-

formation has taken place. The average 
value of companies has moved from a 
ratio of 90 per cent tangible assets and 
10 per cent intangible assets, such as 
reputation, information and intellectual 
property, to 90 per cent intangible assets 
and 10 per cent tangible assets. 

Concurrently, business transformation 
fuelled by technology is creating a world 
that is more connected and complex. 
Bring these two scenarios together and 
there is an explosive cocktail. The con-
sequences are that the assessment and 
management of risk is harder and less 
certain. Traditional actuarial rules just 
don’t apply to many modern risks and 
when companies think they have their 
arms around managing risk, the pace of 
change moves up a gear and the world 
spins away from their reach.   

While the process of change is speed-
ing up, the external and internal envi-
ronments in which businesses oper-
ate are changing at different speeds. 
Changes to the external world are like 
a genie out of a bottle, they can’t be put 
back and change will be exponential. On 

Moving to the frontline
Risk management is moving out of the back office to become a business partner, 
says Julia Graham, deputy chief executive and technical director at Airmic

the other hand, sectors and businesses 
are typically moving at a slower pace 
than their external environment. 

The increasing speed differential 
is creating a change lag. Speed of risk 
decision-making is essential, but this 
requires agility, new knowledge and 
enhanced skills.

In this context, the corporate govern-
ance functions of monitoring, strategy 
and legitimacy remain valid, but need 
to be enhanced and extended beyond 
traditional approaches. Governance of 
digitally transformed business models 
requires greater attention to the broader 
environment or ecosystem within which 
they operate. 

Risk management is moving away from 
pure prevention to response. This requires 
a shift in the emphasis of risk manage-
ment and risk management professionals.

First, there must be a better alignment 
with business priorities. Risk teams need 
to demonstrate strong commercial acu-
men, with the business language to com-
municate it persuasively, and engage 
more intensely with the company’s stra-
tegic ambitions and major investments. 
This will sharpen their ability to develop 
valuable insights into emerging concerns 

and help scope innovative risk-mitiga-
tion solutions.

Second, the modern environment 
demands a more flexible deployment of 
resources. Revised analytical methodol-
ogies, including the introduction of new 
data science and automation techniques, 
should free up capacity in risk teams for 
more project-based, as opposed to rou-
tine, risk work and the provision of advice 
to business and functional leaders.

Third, businesses and risk profes-
sionals should view emerging risk 
through a  more creative lens. This will 
enable risk teams to engage with insti-
tutional and individual biases and 
blind spots, and help build an appreci-
ation of threats for which evidence may 
be limited or conf licting.

As a final thought, it is often said 
that risk management is part science, 
part art. The arguments here demon-
strate the risk profession needs to move 
more towards the latter, focusing on 
judgement, creativity and people skills. 
However, data-gathering and analyt-
ics will also grow in importance, while 
machine-learning and artificial intelli-
gence will increasingly play a key role in 
managing risk. Technology will not take 
care of itself, and the risk community 
must enhance their knowledge and skills 
to be prepared. 

 
Speed of risk decision-
making is essential, but 
this requires agility, 
new knowledge and 
enhanced skills
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war for talent is raging across 
UK plc, driven by the lowest 
national unemployment rate in 

decades. For companies to attract the 
very best people, generous remunera-
tion packages are no longer enough. For 
today’s young career climbers, a positive 
corporate culture is at least as impor-
tant. For many of the youngest new 
starters, it is their biggest consideration.

In a 2018 survey by consultancy group 
Deloitte, corporate culture was found 
to be the second most important factor 
for millennials in considering where 
they want to work.

Yet corporate culture can be a slip-
pery concept to identify from the 
inside, let alone to improve. It is built 
on a company’s long-term strategy, the 
way it communicates with staff and the 
outside world, the diversity of its work-
force, and how it sets goals, rewards 
staff, embraces sensitivities and deals 
with misconduct.

Companies seeking to recruit the very 
best talent need to dedicate time and 
resources, nurturing their corporate 
culture, which demands a dose of intro-
verted navel-gazing followed by a con-
certed and sustained drive to improve. 

The Deloitte survey found that 52 
per cent of millennials (born 1983 to 
1994 in their analysis) thought that cor-
porate culture was “very important” 
when choosing an employer, while 57 
per cent of Generation Z (born 1995 to 
1999) agreed, making culture their big-
gest consideration.

Staff benefits
Argo Group, a specialist commercial 
insurance business, is one of the grow-
ing number of global organisations 
investing in its corporate culture. The 
effort began by securing leadership 
from the top when responsibility for 
cultural development was allocated to 
a C-suite executive.

“Recruitment in our industry is now 
incredibly competitive,” says Matt 
Harris, group head of international 
operations at Argo Group. “The talent 
war makes hiring the best people one of 
the biggest challenges confronting us.

“It is vital to present a clear vision 
and purpose, and articulate them to 
potential candidates. Delivering and 
reinforcing those messages is equally 
important from a retention perspec-
tive. It is critical that our people under-
stand the role each of them plays in 
achieving our corporate vision.”

Argo ensures this by aligning its cor-
porate objectives with those of its 
workforce. It is equally important, Mr 
Harris says, to invest in employees’ 
future careers, rather than just in train-
ing them for their current roles.

“If you can’t explain how a person 
contributes to the corporate vision, or 
if you fail to compensate them appro-
priately or to contribute to their devel-
opment, they will go elsewhere. But 
when you show people you care about 
their careers, you will benefit from 
improved levels of engagement within 
a positive workplace culture. When you 
get that right, you see people delivering 
consistently to the business and ulti-
mately to its customers,” he says.

Shareholder benefits
The rewards of a stronger corporate 
culture are not only reflected in hap-
pier, better quality staff. Shareholders 
also see a direct benefit in the form of 
improved financial performance: up to 
three times better for companies with 
the strongest corporate cultures. This 
finding led management consultants 
McKinsey & Co to conclude that corpo-
rate culture is “one of the most essen-
tial drivers of business performance”.

The recognition of culture as a key 
financial driver is another reason 
why shareholders and investors are 
demanding companies do more. 
Businesses are responding by ensur-
ing personal remuneration is linked 
increasingly closely to business out-
comes. This helps to match up corpo-
rate objectives with personal ones.

“Across financial services, share-
holders and boards are demanding that 
compensation packages are aligned 
with business results and corporate 
performance,” Mr Harris explains. 
“Executive compensation has shifted 
over recent years, with a much heav-
ier weighting on variable compensation 
relating to the delivery of specific busi-
ness goals.”

Cultural enrichment
As businesses grow and begin to oper-
ate in multiple international locations, 
maintaining a cohesive corporate cul-
ture can become increasingly difficult. 
Now based in London, Mr Harris has 

worked around the world, with stays in 
India, Indonesia, Malaysia, New Zealand 
and Singapore. 

He says a truly global corporate cul-
ture, one that is inclusive and diverse, 
can only be achieved through the 
awareness of regional and cultural 
sensitivities. “As organisations expand 
globally, they must adopt a strong focus 
on culture,” he says. “The behaviour 
and actions of the leadership group 
have the biggest influence on how you 
build that culture.”

Argo’s group head of interna-
tional operations says organisations  
need to be welcoming of international 
regional sensitivities. Embracing them 
strengthens global brands by bring-
ing local working approaches into  
line with global goals, targets and busi-
ness strategy.

Merger planning
Interweaving cultural nuances is tricky 
when companies grow organically, but 
it is even more difficult with mergers 
and acquisitions (M&A). Organisations 
that fail to consider corporate cul-
tures in detail before proceeding with 
M&A risk wasting considerable time 
and resources dealing with subsequent 
conflicts, which is a leading cause 
of value leakage in the aftermath of  
such deals.

Mr Harris has witnessed corpo-
rate culture consolidation many times 
during his career. The most success-
ful outcomes were driven by manage-
ment teams with clear ideas about 
their leadership objectives and clear 
communication throughout the newly  
merged business.

“When you bring two companies 
together, two separate cultures may 
co-exist for a period of time until the 
new cultural identity develops,” he says. 
“So in an M&A situation, it is impor-
tant to define the expectations early 
to everyone. The longer that takes, the 
longer you’ll see two separate cultures 
and tribes working in isolation.”

Personal touch
Rapid evolution of technology has 
focused many senior executives on the 
role it can play in shaping the behaviour 
of the workforce. However, while tech-
nology can assist with workflows, sup-
port training and enable flexible work-
ing, it cannot replace a key ingredient to 
building a culture: human interaction.

“The fundamental nature of the 
insurance industry is to take care of 
people after an unfortunate event,” 
says Mr Harris. “To manage that effec-
tively requires a whole lot of empathy. 
It is critical, therefore, that we have 
people in customer-facing roles with 
the skills that allow them to deal with 
our customers with empathy.”

In the end, then, corporate culture 
is all about people. It must start form 
the top, and extend to every office and 
desk. When it is right, the rewards ben-
efit everyone, from the shop floor to the 
boardroom to the shareholders’ purse.

For more information please visit
client contact

Art of cultural  
leadership
Companies with a strong corporate culture 
generate better financial returns and enjoy 
higher staff retention rates. So, what’s the 
secret to success?
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YOUNG WORKERS’ WISH LIST: PAY AND POSITIVE WORKPLACE CULTURE
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For example, developers can pose a big 
problem for organisations, according to 
Sarah Armstrong-Smith, head of continu-
ity and resilience at Fujitsu UK and Ireland. 
“Their devices might not be as locked down 
as a typical user’s. A system administrator 
might download products from the internet 
to have a play with, but they could lack the 
security controls on their devices required 
to have that level of access,” she says.

Making things worse, companies often 
have no idea exactly how many apps are 
running throughout the business. “A com-
pany might think they are using 200 
apps and services, but find after an 
analysis across their estate there are 
4,000,” says Ms Armstrong-Smith. 
“It is even possible that some appli-
cations are based on an older ver-
sion of the same product, which 
opens backdoors to the estate for 
attackers to exploit.”

To gain visibility, Karl Foster, legal 
director at Blake Morgan, advises 
firms to consider software solutions 
in a market segment dubbed 
regulatory tech or regtech. 
These products can help a 
business assess risk while 
managing and putting data in 
an understandable form. “It 
will take away some of the dif-
ficulties,” he says. “It makes 
people think before they send 
out that email.”

Strategic thinking taking the security 
risks into account should be in place from 
the start of any digital transformation pro-
ject, says Carolyn Crandall, security con-
sultant at Attivo Networks. “If it’s not possi-

n a competitive business envi-
ronment, companies are under 
increasing pressure to cut costs 

and improve efficiency. Over the last few 
years, this has resulted in a digital transfor-
mation drive with firms embracing technol-
ogies such as cloud, internet of things and 
artificial intelligence (AI).

Digital can boost a company’s bottom 
line, but the area also comes with increased 
risks. While the European Union’s General 
Data Protection Regulation has generally 
improved data governance, it’s still a chal-
lenge for firms to manage their growing 
digital estates.

The issue lies in the fact that data managed 
by businesses is vast and disparate. Indeed, 
software-as-a-service applications intended 
to drive efficiency are being used across the 
organisation, often without IT’s knowledge, 
and data can spiral out of control. 

Amid this complex environment, there 
is a growing need for company-wide over-
sight in digital transformation. Visibility 
is an important first step; firms must iden-
tify which departments are most at risk and 
apply a policy across the business. 

As part of this, firms should try to under-
stand users’ motives. Ms Armstrong-Smith 
asks: “Is there a reason why they are down-
loading extra things from the internet? Are 
the corporate systems not good enough to 
do their jobs? 

“Understand the business context of ‘why’, 
then see if there should be any lockdown on 
those devices. If you allow your developers 
different levels of accessibility, could you put 
that on a separate network? Understand the 
business need versus the risk.”

It makes sense to implement a firm pol-
icy outlining who has access to what, says 
George Gerchow, chief security officer at 
Sumo Logic. He advises: “Create a culture 
of ‘it’s OK to make a mistake; let’s learn 
from it’ and that starts right at the top.”

It’s also important to note that fixing 
the issue isn’t just the chief information 
officer’s job, says Rob Lamb, chief tech-
nology officer at Dell EMC UK and Ireland. 
“The CIO is at the heart of it, but it’s about 
engagement with all lines of the business, 
including the board,” he says.

Better and more frequent communica-
tion with senior leadership is therefore 
important. “We know senior executives 
perceive security as a leading threat; more 
regular briefings will help better align 
the cybersecurity provision to business 
needs,” says Paul Taylor, partner, cyberse-
curity, at KPMG UK. 

A more measured approach to digital 
transformation can make a difference, but it 
will take time. Firms also need to take into 
account any challenges that might arise 
when implementing a risk management plan. 
For example, employees might be resistant to 
changing the way they use technology. 

Why digital 
oversight is 
so critical
When digital 
transformation projects 
are well underway, 
significant risks remain

As businesses strive to transform digitally, 
any part of the business can pose a risk. 
However, three key areas often create a 
surprising number of issues

01 Human resources
HR departments are among the 

most likely to use software-as-a-service 
(SaaS). If risk and security haven’t been 
factored into this, it can lead to the 
exposure of employee data and be in 
breach of the General Data Protection 
Regulation (GDPR), says Rob Lamb at 
Dell EMC UK and Ireland.

People can take their eye off the ball 
when it comes to internal back-office 
platforms, such as SaaS payroll, says 
Sarah Armstrong-Smith at Fujitsu UK and 
Ireland. “Those HR systems are rife with 
personal data, including all the diversity 
and inclusion information which under 
GDPR is protected: disabilities, sexual 
orientation, it’s really sensitive,” she says. 
“It’s easy to buy off-the-shelf products, 

but think about access controls and the 
security of these services, and how they 
are being managed.”

02 Legal and commercial teams
Another area of potential risk 

is legal and commercial teams. These 
will often handle data on contracts or 
disputes that a firm would not want 
in the public domain. “If that’s on an 
open email cloud platform, attackers 
might be able to access these types of 
documents,” says Ms Armstrong-Smith.

03 Marketing
Marketing departments deal 

with vast amounts of data on a day-to-
day basis, but it’s easy for companies 
to lose control of this information, 
including marketing plans, trends and 
even intellectual property rights. If an 
attacker was able to access this data, 
they could try and sabotage a firm’s 
approach, warns Ms Armstrong-Smith.

Kate O’Flaherty
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Three business functions with high levels of cyber-risk

To avoid this, communication and care-
ful planning is key, says Mr Lamb. “Inev-
itably with any large change or transfor-
mation there will be naysayers. Mandates 
and policies are an effective tool, but com-
munication is important, so people under-
stand,” he says.

Mr Lamb advocates a programme includ-
ing cultural and organisational change. 
“You have to tear down some cultural and 
operational barriers,” he says. “Imbed 
skills and capabilities in teams that 
wouldn’t normally be seen together.”

In an age of frequent and sophisticated 
cyberattacks, security must be at the 
forefront of any digital transformation 
project. Getting this right will ultimately 
impact the bottom line, says Mr Foster. 
“In some industries, the growth of AI 
greatly improves customer service. That 
is why this technology is worth manag-
ing from a risk and security perspective,” 
he concludes. 

ble to secure a product through the vendor, 
are you confident you can do so in-house? It 
takes leading-edge thinking,” she says.

Lisa Hamilton, Deloitte UK cyber asso-
ciate director, concurs. She emphasises 

the importance of clear communication. 
“Educating teams and increasing aware-
ness within the business is one way to 
help identify the associated digital risks,” 
says Ms Hamilton.

Commercial feature
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egular media coverage of cyberat-
tacks penetrating the biggest brands 
in business has increased awareness 

around the high level of risk that exists in supply 
chains. Malware that infi ltrates a fi rm even low 
down in a supply chain can quickly rise to the 
top, as companies and governments across the 
world have discovered.

As the cloud continues to accelerate the 
ease of switching on a business service or 
adopting a new partner, the risk that sits in 
a supply chain is growing faster than ever. 
Cybersecurity is one of the most dynamic 

areas of risk to manage, but knowing the risk 
level within a vendor ecosystem on an ongo-
ing basis has always been a challenge. 

With the threat landscape and a company’s 
distributed relationships around the world 
constantly evolving, achieving that continuous 
understanding is crucial. Yet while assurance 
processes have existed in organisations for 
many years, they still tend to be done in iso-
lation and treated like a compliance checkbox 
that needs to be ticked. 

“In our experience it has never really been 
done in a dynamic way,” says Tom Turner, pres-
ident and chief executive at BitSight, a security 
ratings fi rm that enables companies to analyse 
the cybersecurity performance of partners 
within their supply chain. “When businesses 
work together, for any decisions to happen 
there has to be dialogue between the com-
pany trying to understand its risk profi le and 
the suppliers that are perhaps posing some 
uncomfortable level of risk.”

When a supply chain relationship does need 
to be re-evaluated, clear communication is 
paramount, fi rstly concerning perceived risks 
and then progressing into an open discussion 
around the actual risks. This discussion should 
cover whether each risk can be mitigated, 
transferred or, with greater understanding of 
what it means, accepted.  

Often performance will play a major factor 
in reaching a resolution. If improved perfor-
mance would indicate lesser risk in a certain 
timeframe, then the company may decide the 
relationship can continue uninterrupted. On 
other occasions, pricing alterations or more 
stringent protections, like the need for the 
supplier or third party to take out cyber-insur-
ance, may be the answer.  

“Continuous monitoring and ongoing discus-
sions give companies the ability to re-evaluate 
suppliers and third parties based on particular 
metrics over a period of time to see whether 
performance improves,” says Mr Turner. “Or it 
may in fact transpire after a certain time period 
that it's an acceptable risk for the two organisa-
tions to share.”

Big ransomware attacks in recent years, 
including WannaCry and NotPetya, have 
affected a broad range of supply chains 
and fourth-party outages when cloud ser-
vice providers are down. These have all 
had wide-reaching implications. In March, 
Facebook suffered a 14-hour outage, its 
largest ever, from an interruption in a linked 
supply chain.

In this increasingly hazardous cyber-en-
vironment, organisations that want to know 
their risk position at any time require the abil-
ity to monitor and measure suppliers and third 
parties, but also need to understand context 
and performance. 

BitSight’s security ratings platform moni-
tors the security performance of more than 
150,000 international organisations, but also 
encourages them to input context on why 
something happened, or why it may not be as 
risky as it seems. This enables users to make 
better-informed decisions.

“Companies are not alone in their desire to 
understand the strengths and weaknesses in 
their supply chain,” says Mr Turner. “They can 
make better risk decisions if they can see 100 
other companies like them are also monitoring 
how a supplier is performing, and if they can 
track that performance over time and compare 
it to other suppliers.”

When vulnerabilities are disclosed, a rapid 
and proactive response is vital. Immediately, 
regulators demand to know whether their reg-
ulated companies, and the relevant consumers 
under their jurisdiction, are affected. At this 
stage, companies that have developed a con-
tinuous understanding of their supply chain are 
best placed.

“More likely than not, these companies will 
already have the information they need at their 
fi ngertips. They also don’t require lots of dupli-
cated, manual and expensive efforts, as well 
as hectic running around,” says Mr Turner. “If 
you're proactive, you can more rapidly get to a 
true understanding of what your risk is and in a 
much less disruptive fashion.”

For more information please 
visit BitSight.com

R

of companies have experienced a data 
breach caused by a third party

59%

of organisations don’t know if they’ve 
had a third-party data breach in the 
past 12 months

22%

Data Risk in the Third-Party Ecosystem, 
Ponemon Institute   

Ongoing and continuous 
monitoring of third-
party organisations 
is crucial to ensure 
vulnerabilities in a 
digital supply chain 
are identifi ed and 
businesses remain secure

Auditing and 
monitoring 
suppliers
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vation for Europe, the Middle East and 
Africa, says the product was developed in 
response to businesses being increasingly 
fearful of the unknown and wary of who 
they can trust.

“Whether the risk is geopolitical, social 
or something else, there’s a growing culture 
of responsibility in supply change manage-
ment and businesses will have to keep up to 
remain competitive,” he says.

Dubai-based port operator DP World is 
collaborating with Oracle to use microchips 
to ensure goods are not intercepted and a 
Dusseldorf-based shoemaker Cano is using 
blockchain to track the journey of its prod-
ucts, from cow to customer.

Cano’s shoes are produced in Mexico and 
founders Lukas Pünder and Philipp Mayer 
say it’s a priority for them to ensure working 
conditions are fair and that materials are 
sourced sustainably. Later this year they’ll 
start offering their tracking technology to 
other apparel companies.

The founders say geopolitical pressures 
have so far not really affected Cano’s sup-
ply chain, though they did have to halt pro-
duction briefly in January amid a Mexican 
government crackdown on fuel theft. “Only 
a few places were able to get gas during that 
time,” says Mr Mayer. “That was a huge 
problem for us.”

Looking ahead, Rolls-Royce’s Mr Hogan 
says that when it comes to assessing poten-
tial risks “the unknown unknowns are 
always out there”.

“Major disturbances can sometimes 
flare up from small-scale catalysts, trig-
gering dramatic changes. We protect our-
selves to the extent possible, by making 
prudent choices in the selection and loca-
tion of suppliers, and by using a selec-
tion of forecasting and analysis tools and 
resources,” he says. “It’s not possible to 
eliminate geopolitical risk completely, but 
through these approaches we can mini-
mise the impact on our supply chain and 
our business.” 

Safeguarding supply
chains amid disruption
Global political events 
can impact world trade 
and supply chains in 
particular, so coping 
strategies are essential 
to limit disruption and 
maintain production 

x-Army engineer Doug John-
son-Poensgen worked at BT and 
Barclays Bank before he took a leap 

of faith. Inspired by a desire to use technol-
ogy to solve what he calls “real world prob-
lems”, he set up Circulor. 

The London-based company, of which 
he is chief executive, uses blockchain and 
artificial intelligence to track global sup-
ply chains, ensuring products are traceable 
from source to end-user.

“It’s hard to know exactly where the 
cobalt that’s mined in the Congo goes 
before it ends up in your car or the palm 
oil that’s in your ice cream,” says Mr John-
son-Poensgen. “And there’s never been 
more pressure for companies to provide 
that transparency.”

With a multitude of risks facing almost 
all major supply chains, from geopolitics to 
natural disasters and financial pressures, 
he says Circulor, established in 2017, is 
“making it harder to game the system”.

Customer scrutiny of the practices of 
large corporations is increasing at a rapid 
clip. More than ever, there’s pressure on 
retailers to reassure buyers that the tanta-
lum used in their smartphones and laptops 
is not mined in war zones and sold to per-
petuate conflict and bloodshed.

“Relying on self-certification is just 
no longer good enough,” says Mr John-
son-Poensgen. “We need to do more.”

Circulor has five large clients and sev-
eral more in the pipeline, according to the 
chief executive. Demand for its services 
highlights the vast challenge of trust and 
accountability faced by corporations in a 
world where consumption is fuelling pro-
duction at any cost.

But more generally, it underscores that 
businesses are being forced to be much 
more cognisant of their environment in an 
increasingly interconnected, yet deeply 
unpredictable, world.

The risks are omnipresent. Simmering 
trade tensions between global superpow-
ers, a rise in international protectionism 
and uncertainty stemming from the UK’s 
expected departure from the European 
Union mean companies are investing heav-
ily to diversify their supply chains and min-
imise the risk of disruption. Each link in the 
chain raises a fresh slew of potential risks, 
but for many, US-China trade wars are the 
most prominent.

American clothing and footwear manu-
facturers have been shifting their produc-
tion away from China to countries such as 
Vietnam and Indonesia for several years. 
In recent months the push has intensified 
in response to President Donald Trump 
imposing punishing tariffs.

Footwear maker Steven Madden and fur-
niture group RH say they have offset cost 
increases by shifting some manufacturing 
operations away from China or negotiating 
discounts for their continued production in 
the country.

Others have ramped up shipments of 
imported goods, stockpiling in anticipation 
of President Trump’s next move. For the 
first half of 2019, US ports are now expected 
to handle 10.7 million containers, a 4.1 per 
cent increase on the same period in 2018. 
This could lead to an uptick in warehousing 
costs and chip away at profit margins.

In Europe, meanwhile, Brexit is causing 
many corporations to reassess their strat-
egies and supply chains, irrespective of 
political persuasion.

Sir James Dyson, a billionaire Brexit sup-
porter best known for revolutionising vac-
uum cleaners, announced in January that 
his company was moving its head office 
from the UK to Singapore. He maintained 
that the shift was not driven by Brexit, but 

Josie Cox 
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other companies, from Panasonic and Sony 
to P&O and Schaeffler, have cited the UK’s 
departure from the bloc as a reason for 
shaking up their supply chain.

The Chartered Institute of Procurement 
& Supply (CIPS) estimates that a tenth of UK 
exporters could have contracts cancelled 
if there are delays at the border because of 
Brexit and one in five EU businesses will 
expect a discount from UK suppliers if bor-
der delays persist for a single day.

“The financial cost of Brexit indecision 
will not be paid in Whitehall, but by Brit-
ain’s businesses,” says John Glen, an econo-
mist at the CIPS.

Patrick Hogan, director in Rolls-Royce’s 
global government relations team, says his 
company has built up additional inventory 
to manage a potential disruption or delay in 
supply on account of Brexit.

He adds, however, that the engineering 
company is less exposed than businesses 
operating in sectors with high-volume 
manufacturing, supported by so-called 
just-in-time supply chains, such as the 
automotive industry.

Like Circulor, tech giant Oracle is one 
of the companies that has recognised 
potential threats to global supply chains 
as an opportunity.

It has developed a product for custom-
ers to stress test their supply chains by 
simulating theoretical scenarios, such as 
a hard Brexit or an increase in US tariffs. 
Neil Sholay, Oracle’s vice president of inno-
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TRADE CONFLICTS ARE AFFECTING OPERATING MODELS AND GROWTH STRATEGIES

Survey of organisations "extremely concerned" about trade conflicts
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What can your business 
do to close the 
cybersecurity skills gap?
With 1.5 million cybersecurity roles estimated to be left unfilled 
by 2020, Peter Kelly of Computer Futures says more education 
and awareness is crucial to closing the skills gap

unfilled security positions  
expected by 2020

predicted global cybersecurity  
market in 2024

1.5

$300

m

bn

of organisations report having unfilled 
cybersecurity positions

58%

he threat to the cyber-landscape 
continues to evolve at a rapid 
pace. High-profile data breaches 

demonstrate not only the huge finan-
cial cost of being attacked, but also the 
considerable reputational damage. With 
hackers constantly moving the goal posts, 
cybersecurity is one of the top issues that 
keeps board directors awake at night. 

Having the best cybersecurity skills to 
navigate the digital age safely has never 
been more important, yet the industry 
is facing a global shortage with 1.5 mil-
lion unfilled roles predicted by 2020, 

according to Forbes. It’s easy to assume 
the people simply don’t exist, but while 
that may be true in some instances, 
what is actually fuelling the skills short-
age is a lack of understanding around 
the skills required. 

Our global team is dedicated to finding 
the best people in the security market for 
our customers and placing them in the 
right role. At Computer Futures we take 
the time to educate employers on how to 
write job descriptions, provide them with 
key market analysis and help them create 
environments that increase retention. 
Here are a few tips for business risk and 
cybersecurity employers to help address 
the skills gap.

01 Validate job descriptions  
against your peers

Job descriptions for cybersecurity roles 
often seek people that tick every box 
covering both technical and non-techni-
cal skills, but you’ll rarely find that in one 
person. By validating and benchmarking job 
descriptions against the rest of the market, 
including looking at competitors’ web-
sites and job boards, employers can gain 
a better understanding of what they need 
and what they can realistically get.

02Be flexible and offer progression
Companies should first look inter-

nally to see if there are existing employees 
who can be trained in cybersecurity. Most 
large organisations have considerable IT 
teams where many of the skills are transfer-
able to cybersecurity roles and people in 
other departments may be interested too. 
You may identify loyal people who already 
know the business and culture, and con-
tract resources are often valuable too. 

Attracting the best people also means 
offering strong career progression from 
the outset, both in terms of training and 

future career opportunities. People desire 
employers that invest in their development 
and they want to be able to see their growth 
trajectory. Offering a training budget and 
involving security in business decisions will 
go far in both attracting good people and 
retaining their skills in the long term.

03Truly care about security
One of the main things people want 

to know about the companies we recruit 
for is how seriously they take security. They 
don’t want to feel like a side piece to the 
rest of the business or part of a tick-box 
exercise for compliance. It’s their repu-
tation at risk as well if the organisation is 
breached, so they often gauge the compa-
ny’s attitude to security by asking what part 
of the business security reports into or 
whether it is sponsored at executive level. 
Proving you care about cybersecurity will 
no doubt attract better people.

We all have a responsibility to help alle-
viate the skills gap and it’s a core part of 
our company purpose in bringing skilled 
people together to build the future. At 
Computer Futures we’re proud to run a 
series of events and awareness initiatives 
as part of our Secure Futures campaign. 
We’re hoping it will have a positive impact, 
and the programme truly marks our com-
mitment to educating people on excit-
ing cybersecurity careers and increasing 
diversity within the industry.

For more information on Secure Futures 
or how we can help your business please 
email Peter at p.kelly@computerfutures.
com or visit computerfutures.com
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YOU MIGHT NOT HAVE 
HEARD OF REFINITIV.
OUR COMPETITORS 
CERTAINLY HAVE.

Refinitiv.com

Introducing Refinitiv. A brand new $6bn company with 167 years  
of experience and expertise behind us.

Formerly the Financial and Risk business of Thomson Reuters,  
we are already trusted and relied on by over 400,000 professionals  
in more than 190 countries.

We provide the data, technologies and expertise our customers 
and partners need to drive their business forward.

We shape the way financial markets work, helping find opportunities to 
trade faster and smarter while managing risk and regulation. Our insights 
and analytics allow people to move from big ideas to big results.

But all that begins with data. A lot of data.

We deliver up to 7 million market updates a second. An average of  
40 billion a day. So, depending when you’re reading this, it could be  
into the hundreds of billions already.


